Governor Gavin Newsom

May 9, 2019

George Shalhoub

Red River Technology LLC
21 Water Street, Suite 500
Claremont, NH 03743

Subject: RED RIVER TECHNOLOGY LLC’s California Multiple Award Schedule (CMAS)

CMAS Number: 3-19-00-0519A
CMAS Term Dates: May 9, 2019 through April 30, 2025
Base GSA Schedule No.: NNG15SC46B

The State of California is pleased to accept your firm's offer to establish a California Multiple Award
Schedule (CMAS), which we have assigned the CMAS number and term dates identified above. This
CMAS number must be shown on each invoice rendered. Additionally, this letter shall not be construed as
a commitment to purchase any or all of the State's requirements from your firm. Prior approval is required
from the State for all news releases regarding this CMAS.

It is your firm's responsibility to furnish, upon request, a copy of this CMAS to State and local government
agencies. A copy of this CMAS can be obtained at caleprocure.ca.gov. A complete CMAS consists of the
following: 1) CMAS cover pages (which includes the signature page, ordering instructions and special
provisions, and any attachments or exhibits as prepared by the CMAS Unit), 2) CMAS terms and conditions,
3) Federal GSA (or Non-GSA) terms and conditions, and 4) product/service listing and prices. The CMAS
Unit strongly recommends that government agencies place orders with CMAS contractors who provide ALL
of the elements described above.

To manage this CMAS, contractors are directed to the "CMAS Management and Information Guide”, which
can be accessed at https://www.dgs.ca.gov/PD/About/Page-Content/PD-Branch-Intro-Accordion-
List/Acquisitions/California-Multiple-Award-Schedules. This guide covers topics such as CMAS Quarterly
Reports, amendments, extensions, renewals, CMAS contractor’s change in contact information, company
name change requests, and marketing your CMAS.

It is the CMAS contractor’s responsibility to submit on a timely basis detailed CMAS Quarterly Reports
(along with any applicable incentive fees).

THE NEXT QUARTERLY REPORT DUE FOR THIS CMAS IS Q@2-2019 (APR-JUN)
DUE BY JUL 15, 2019.

The "Approved CMAS Contractor” logo is only available to CMAS holders for display at conferences or on
other marketing material. A login and password is required to download the logo. Go to
https://www.dgs.ca.gov/PD/Services/Page-Content/Procurement-Division-Services-List-Folder/Apply-for-
a-California-Multiple-Award-Schedules, then select “Apply to become a CMAS supplier”; click on “CMAS
Logos™ under the heading “Resources”. At the prompt, enter the login: "cmassupplier” and the password:
“cmas010194".

Should you have any questions regarding this CMAS, please contact me at (916) 375-4554. Thank you for
yourqcontinued cooperation and support of the CMAS Program.

AfAD

JANNA WELK, Program Analyst
California Multiple Award Schedules Unit

PROCUREMENT DIVISION | Sfate of California | Government Operations Agency
707 Third Street, 2nd Floor | West Sacramento, CA 95605 | 1916.375.43657916.375.4663



Procurement Division
707 Third Street, 2™ Floor, MS #2-202
West Sacramento, CA 95605-2811

State of California

MULTIPLE AWARD SCHEDULE
Red River Technology LLC

CMAS NUMBER: 3-19-00-0519A

SUPPLEMENT NO.: N/A

CMAS TERM DATES: 5/9/2019 through 4/30/2025
Information Technology Goods &

CMAS CATEGORY:

APPLICABLE
TERMS & CONDITIONS:

Services

March 15, 2018

State Agencies: See Purchasing
MAXIMUM ORDER LIMIT: Authority Dollar Threshold provision
Local Government Agencies: Unlimited

FOR USE BY: State & Local Government Agencies
EngE SEWP SCHEDULE NNG15SC46B

BASE SCHEDULE HOLDER: | Red River Technology

This CMAS provides for the purchase, warranty, installation and
maintenance of hardware and software, software maintenance as a
product, and cloud computing services. (See page 2 for the specific
brands, labor categories, and restrictions applicable to this CMAS.)

NOTICE: Products and/or services on this CMAS may be available on a Mandatory Statewide Contracts. If this
is the case, the use of this CMAS is restricted unless the State agency has an approved exemption as explained
in the Statewide Contract User Instructions. Information regarding Statewide Contracts can be obtained at the
website: www.documents.dgs.ca.gov/pd/contracts/contractindexlisting.pdf. This requirement is not applicable to
local government entities.

The services provided under this CMAS are only in support of the products covered by this CMAS.

The most current Ordering Instructions and Special Provisions, CMAS Terms and Conditions, and products and/or
services are included herein. All purchase orders issued by State agencies under this CMAS shall incorporate
these Ordering Instructions and Special Provisions and CMAS Terms and Conditions dated March 15, 2018.

Agency non-compliance with the requirements of this CMAS may result in the loss of delegated authority to use
the CMAS program.

[ ALY,
A oA Effective Date: 5/9/2019
JANNA WELK, Program Analyst, California Multiple Award Schedules Unit



CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
RED RIVER TECHNOLOGY LLC
CMAS NO. 3-18-00-05184

CMAS contractor non-compliance with the requirements of this CMAS may result in termination of the CMAS.

CMAS PRODUCT & SERVICE CODES -

The CMAS Product & Service Codes listed below are for
marketing purposes only. Review this CMAS and the
base contract identified below for the products and/or
services available on this CMAS.

Brand-Oracle

Server-Network

Infrastructure as a Service
Platform as a Service (PaaS)
Service-Equipment Maintenance
Software as a Service {Saa8)

AVAILABLE PRODUCTS AND/OR SERVICES

Only products from the manufacturer(s) listed below are
available within the scope of this CMAS:

Oracle

The ordering agency must verify all products and/or
services, and pricing are currently available on the SEWP
V schedule at the NASA SEWP V website. The agency Is
required to verlfy NASA SEWP V pricing for services, and
NASA SEWP V pricing for goods.

All of the job titles in the base contract identified below
are available within the scope of this CMAS:

You may verify the following current information about the
job titles avallable on this CMAS af the NASA SEWP V
website (using the base schedule number identified
below):

e Description of the functional requirements
e Minimum education and experience requirements
» Maximum pricing aliowed (lower pricing acceptable)

EXCLUDED PRODUCTS AND/OR SERVICES

Information Technology Professional Services, and
public works services with a requirement for State
contractor licensing are not available under this CMAS.

CMAS BASE CONTRACT
This CMAS is based on some or all of the products
andfor services and prices from Schedule No.

NNG158C46B (RED RIVER COMPUTER CO., INC.)
with a term of 4/30/2015 through 4/30/2025.

Ordering Instructions and Special Provisions

ISSUE PURCHASE ORDER TO

Agency purchase orders must be either mailed or
emailed to the following:

Red River Technology LLC
21 Water Street, Suite 500
Claremont, NH 03743
Attn: Accounts Payable

E-mail: CMAS@redriver.com

Agencies with questions regarding products andfor
services may contact the CMAS contractor as follows:

Contact: Phil Wieser
Phone: (703)577-1044
E-mail: phillip.wieser@redriver.com

CALIFORNIA SELLER'S PERMIT

Red River Technology LLC's California Seller's Permit
No. is 097597848, Prior fo placing an order with this
company, agencies must verify that this permit is still valid
at the following website: cdtfa.ca.gov/.

CMAS PRICES

The maximum prices allowed for the products and/or
services available in this CMAS are those set forth in the
base contract identified on page 2 of this CMAS.

The ordering agency Is encouraged to seek prices lower
than those on this CMAS. When responding to an
agency's Request for Offer (RFO}, the CMAS contractor
can offer lower prices to be competitive.

WARRANTY

For warrantles, see the base schedule and the CMAS
Terms and Conditions, General Provisions, CMAS
Warranty.

CMAS contractor personnel shall have the experience,
education and expertise as delineated in the base
contract. :

DELIVERY

30 days after receipt of order, or as negotiated between
agency and CMAS contractor ‘and included in the
purchase order, or as otherwise stipulated in the contract.

SHIPPING INSTRUCTIONS

F.Q.B. (Free On Board) Destination. Seller pays the
freight charges.



CALIFORNIA MULTIPLE AWARD SCHEDULE {CMAS)
RED RIVER TECHNOLOGY LLC
CMAS NO. 3-19-00-0519A

PURCHASING AUTHORITY DOLLAR THRESHOLD

Unless otherwise determined by In individual ordering
agency purchasing authority, order limits for the purchase
of goods and/or services is:

Information Technology Goods and Services:
$500,000 '

No CMAS order may be executed by a State agency that
exceeds that agency's purchasing authority threshold.
State agencies with approved purchasing authority, along
with thelr dollar thresholds can be obtaned at:
https:/iwww dgs.ca.qov/iPD/Resources/Page-
Content/Procurement-Division-Rasources-List-
Folder/List-of-State-Departments-with-Approved-
Purchasing-Authortlty.

ACQUISITION OF IAAS AND/OR PAAS

If using this CMAS for the purpose of acquiring
Infrastructure as a Service (1aaS) andfor Platform as a
Service {PaaS), State agencies must first obtain approval
to use this CMAS by the California Department of
Technology (CDT) in accordance with TL 17-06. State
agencies must document COT'’s approval and maintain in
the procurement file, Contact CDT for all questions
related to the acquisition of laa$ and PaaS and TL 17-06.

HOW TO USE CMAS

Agencies must adhere to the dstailed requirements in the
State Contracting Manual (SCM) when using CMAS. The
requirements for the following bullets are in the SCM,
Volume 2, Chapter 6 {for non-IT), the SCM, Volume 3,
Chapter 6 (for [T}, and the SCM, Volume FI$Cal, Chapter
5 (FI$Cal):

+ Develop a Request for Offer, which includes a
Scope of Work (SOW), and Bidder Declaration
form. For information on the Bidder Declaration
requirements, see the SCM, Volume 2, Section
3.5.7 and Volume 3, Section 3.4.7.

s Search for potential CMAS confractors at
hitps:/fwww.dgs.ca.qov/PD/About/Page-
Content/PD-Branch-Intro-Accordion-
List/Acquisitions/Caltfornia-Multiple-Award-
Schedules, select “Find a CMAS Contractor.”

+ Solicit offers from a minimum of 3 CMAS
contractors including one small business and/or
DVBE, if available, who are authorized to sell the
products and/or services needed.

» [f soliclting offers from a certified DVBE, include the
Disabled Veteran Business Enterprise Declarations
form (Std. 843) in the Request for Offer, This
declaration must be completsd and retumed by the
DVBE prime contractor and/or any DVBE
subcontractors. (See the SCM Volumes 2, 3, and
F$Cal, Chapter 3).

Ordering [nstructions and Special Provisions

¢ This is not a bid transaction, so the small business
preference, DVBE incentives, protest language,
intents fo award, evaluation criteria, advertising,
etc., are not applicable.

o If less than 3 offers are received, State agencies
must document their file with the reasons why the
other suppliers solicited did not respond with an
offer.

o Assess the offers received using best value
methodology, with cost as one of the criteria,

e Issue a Purchase Order to the selected CMAS
contractor.

+ For CMAS transactions under $10,000, cnly one
offer Is required if the State agency can establish
and decument that the price is fair and reasonable.
The fair and reasonable method ¢an only be used
for non-customizable purchases.

Local governments sat their own order limits, and are not
bound by the order limits on the cover page of this CMAS.

SPLITTING ORDERS

Splitting orders to avoid any monetary limitations is
prohibited.

Do not circumvent normal procurement methods by
splitting purchases into a series of delegated purchase
orders, per Public Contract Code (PCC) § 10329, ‘

Splitting a project into small projects to avoid either fiscal
or procedural controls is prohibited, per State
Administrative Manual (SAM) § 4819.34,

MINIMUM ORDER LIMITATION

There is no minimum dollar value limitation on orders
placed under this CMAS.

ORDERING PROCEDURES
1. Purchase Orders

All Ordering Agency purchase order documents
executed under this CMAS must contain the
applicable CMAS number as show on page 1.

1. State Departments: .
Std. 65 Purchase Documents - State
departments not transacting in FI$Cal must use
the Purchasing Authority Purchase Order (Std.
65) for purchase execution. An electronic
version of the Std. 65 is available at the DGS-
PD website at
hitps:/Mmww.dgsapps.dgs.ca.gov/osp/Statewide
FormsWeb/Forms.aspx (select Standard STD
Forms}.




CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
RED RIVER TECHNOLOGY L1L.C
CMAS NO, 3-18-00-0519A

FI$Cal Purchase ~ Documents - State
departments transacting in FI$Cal will foliow the
FI$Cal  procurement and  contracting
procedures.

2. Local Governmental Departmenis:

Local governmental agencies may use their own
purchase document for purchase execution.

The agency is required to complete and distribute
the purchase order. For services, the agency shall
modify the information contained on the order to
include the service period (start and end date), and
the monthly cost (or other intermittent cost), and any
other information pertinent to the services being
provided. The cost for each line item should be
included in the order, not just system totals.

The contractor must immediately reject purchase
orders that are not accurate. Discrepancies are to
be negotiated and incorporated into the purchase
order prior to the products and services being
delivered.

2. Service and Delivery after CMAS Expiration

The purchase order must be issued before the
CMAS expires. However, delivery of the products or
completion of the services may be after the CMAS
expires (unless otherwise specifically stated in the
purchase order). ’

3. DMultiple CMAS Agreements on a Single
Purchase Order

Agencles wishing to include multiple CMAS(s} on a
single FI$Cal purchase order must adhere to the
following guidelines:

» Al CMAS must be for the same CMAS contractor.
« The purchase order must go to one contractor
location.

« Write the word “CMAS" in the space usually
reserved for the contract number. On Std. 65's, this
is af the top of the form. The word “CMAS” signifies
that the purchase order contains items from multiple
CMAS agreements. The purchasing agency may
only use one bill code.

» For each individual CMAS (as differentiated by
alpha suffix}, the agency must identify and group
together the CMAS number with the line items and
subtotal per CMAS number {do notincluds tax in the
subtotal), and sequentially identify each individual
CMAS as Sub #1, Sub #2, Sub #3, etc. This
facilitates accurate billing of administrative fees by
the Procurement Division.

+ The total of all items on the purchase order must
not exceed the purchase corder limit identified in the
CMAS.

Ordering Instructions and Special Provisions

+ Do not combine items from becth non-IT and

Information Technology CMAS(s). A non-IT CMAS

begin with the number “4* and an Information

Technology CMAS begins with the number *3." The

purchase order limits are different for these two
types of CMAS agreemsents.

4. Amendments to Agency's Purchase Orders

Agency purchase orders cannot be amended if the
CMAS has expired.

The SCM, Volumes 2 & 3, Chapter 6.A5.0 and SCM,
Volume FI$Cal, Chapter 5.A4.0 provides the
following direction regarding amendments to all
types of CMAS purchase orders:

Original orders, which include options for changes
{e.g., quantity or time), that were evaluated and
considered in the selection for award during the
RFQO process, may be amended consistent with
the terms of the original order, provided that the
original order allowed for amendments. If the
original order did not evaluate options, then
amendments are not allowed unless an NCB is
approved for those amendments.

Amendments unique to non-IT services are covered
in the SCM, Volume 2, Chapter 6.B2.9 and SCM,
Volume FI$Cal, Chapter 5.A4.1 as follows:

If the original centract permitted amendments, but
did not specify the changes (e.g., quantity or
time), it may be amended, per Public Contract
Code {PCC} § 10335 (d}{1). This only applies to
the first amendment, The time shall not exceed
one year, or add not more than 30% of the original
order value and may not exceed $250,000. If the
original contract did not have language permitting
amendments, the NCB procass must be followed.

Also, see the SCM, Volumes 2 & 3, Chapter 8, Topic
6, for more information on amending purchase
orders.

CMAS CONTRACTOR OWNERSHIP INFORMATION

Red River Technology LLC is a large business
enterprise.

SMALL BUSINESS MUST BE CONSIDERED

Prior to placing orders under the CMAS program, State
agencies shall whenever practicable first consider offers
from small businesses that have established CMAS
[Government Cede (GC) § 14846(b)]. NOTE: The
Department of General Services auditors will request
substantiation of compliance with this requirement when
agency files are reviewed.



CALIFORNIA MULTIPLE AWARD SCHEDULE (CMAS)
RED RIVER TECHNOLOGY LLC
CMAS NG, 3-19-00-0519A

The following website lists CMAS. small business and
Disabled ~ Veteran Partners:
https:/fwww.dgs.ca.gov/PD/About/Page-Content/PD-
Branch-Intro-Accordion-List/Acquisitions/California-
Multiple-Award-Schedules then select “Find a CMAS
Contractor”,

In response to our commitment to increase participation
by small businesses, the Department of General Services
waives the administrative fee (a fee currently charged
to customer agencies to support the CMAS program)
for orders to certified small business enterprises,
See the current fees in the DGS Price Book at:
hitps:/iwww.dgs.ca.gov/OFS/Price-Book.

SMALL BUSINESS/DVBE - TRACKING

State agencies are able to claim subcontracting dollars
towards their small business or DVBE goals whenever
the CMAS contractor subcontracts a commercially useful
function to a cerlified small business or DVBE, The
CMAS contractor will provide the ordering agency with
the name of the small business or DVBE used and the
dollar amount the ordering agency can apply towards Its
small business or DVBE goal.

SMALL BUSINESS/DVBE - SUBCONTRACTING

1. The amount an ordering agency can claim towards
achieving its small business or DVBE goals is the
dollar amount of the subconfract award made by the
CMAS contractor to each small business or DVBE.

2. The CMAS contractor will provide an ordering
agency with the following information at the time the
order is quoted:

a. The CMAS contractor will state that, as the prime
contractor, it shall be responsible for the overall
axecution of the fulfillment of the order.

b. The CMAS contractor will indicate to the ordering
agency how the order meets the small business
or DVBE goal, as follows:

« List the name of each company that is certified by
the Office of Small Business and DVBE Services
that it intends to subcontract a commercially
useful function to; and

» Include the small business or DVBE certification
number of each company listed, and attach a
copy of each certification; and

+ Indicate the dollar amount of each subcontract
with a small business or DVBE that may be
claimed by the ordering agency towards the small
business or DVBE goal; and

* Indicate what commercially useful function the
small business or DVBE subcontractor will be
providing towards fulfillment of the order,

Ordering Instructions and Special Provisions

3. The ordering agency's purchase order must be
addressed to the prime Contractor, and the purchase
order must reference the information provided by the
prime Contractor as outlined above.

NEW EGUIPMENT REQUIRED

The State will procure new equipment. All equipment
must be new (or warranted as newly manufactured) and
the latest model in current production. Used, shopworn,
demonstrator, prototype, or discontinued models are not
acceptable.

Where Federal Energy Management Program (FEMP)
standards are available, all State agencies shall
purchase only those products that meet the
recommended standards. All products displaying the
Energy Star label meet the FEMP standards.

SPECIAL MANUFACTURED GOODS

Any CMAS for goods to be manufactured by the CMAS
contractor specifically for the State and not suitable for
sale to others may require progress payments.

PRODUCT INSTALLATION

The CMAS contractor is fully responsible for all
installation services performed under the CMAS. Product
installations must be performed by manufacturer
authorized personnel and meet manufacturer

~ documented specifications.

The prime contractor, as well as any subcontractors,
must hold any certifications and/or licenses required for
the project.

TRADE-IN EQUIPMENT

Trade-ins at open market price may be considered. The
product description and trade-in allowance must be
identified on the purchase order,

Agencies are required to adhere to State Administrative
Manual (SAM) § 3520 through 3520.8, Disposal of
Personal Property and Surplus Personal Property, as
applicable, when trade-ins are considered. A Property
Survey Report, Std. 152, must be submitted for approval
prior to disposition of any State-owned personal propeity,
including general office fumiture regardless of the
acquisition valus, or if the property was recorded or
capitalized for accounting purposes.

INTEGRATED SERVICES

Agencies are prohibited from using CMAS andfor
Masters for large-scale information technology system
integration projects except when specifically approved by
the California Department of Technology.
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ELECTRONIC WASTE RECYCLING

State agencies are required to recycle state owned
surplus electronic equipment that has no useful life
remaining (E-Waste), to the maximum extent possible,
State agencies shall dispose of E-Waste using the
services of the Californla Prison Industry Authority
{CALPIA}, unless the agency meets the pickup quantity
and location exemption criteria detailed in State
Administrative Manual (SAM) § 3520.10. Electronic
equipment that is usable and still retains value is not
considered E-Waste and must be reutilized through the
DGS, Office of Fleet and Asset Management (OFAM)
Surplus Personal Property Warehouse. Sfate agencies
shall determine which equipment meets the definition of
E-Waste or reusable Electronic Equipment, per the

definitions provided In the State Administrative Manual -

Management Memo MM 17-06. OFAM will validate that
equipment meets the appropriate definition when
reviewing the submitted Property Survey Report (STD.
152).

Please soe State Administrative Manual (SAM) §
3520.10 for more information on this policy.

Information for submitting a STD 152 can be found on the
DGS OFAM surplus property website:
https:/fwww.dgs.ca.gov/RESD/Resources/Page-
Content/Real-Estate-Services-Division-Resources-List-
Folder/DGS-Surplus-Property-Homepage

Information on the CALPIA E-Waste Program can be
found at;
www.calpia.ca.gov/products-services/e-waste-recycling-
computer-refurbishing

The E-Waste Exemption Request Form EWR-F029 can
be found at:
www.calpia.ca.qovicalpia/assets/File/lewaste/E-
Waste%20Exemption  EWR-F029.pdf

The slectronic waste recycling fee must be shown as a
line item on the agency purchase order before the CMAS
contractor can include it on their invoice.

PRODUCTIVE USE REQUIREMENTS

The customer in-use requirement applies to all
procurements of information technology equipment and
- goftware, per the SCM, Volume 3, Chapter 2, Section
2.B6.2 and SCM, Volume FI$Cal, Chapter 2, Section
2,E3.2. '

Each equipment or software component must be in
current operation for a paying customer and the paying
customer must be external to the contracter's
organization {not owned by the confractor and not owning
the contractor).

To substantiate compliance with the Productive Use
Requirements, the CMAS contractor must provide upon
request the name and address of a customer installation
and the name and telephone number of a contact person.

Crdering Instructions and Speclal Provisions

The elapsed time such equipment or software must have
been in operation is based upon the importance of the
equipment or software for system operation and its cost.
The following designates product categories and the
required period of time for equipment or software
operation prior to approval of the replacement item on
CMAS.

Category 1 - Critical Software: Critical software is
software that is required to contrel the overall operation
of a computer system or peripheral equipment. Included
in this category are operating systems, data base
management  systems, language  interpreters,
assemblers and compilers, communications software,
and other essential system software.

Cost Installation S%ﬁ% n
r‘él%%tggg 8 months 6 months
$1 31,[{))%(,]0[[1)% to 4 months 3 months
L;sg'g?)%n 1 month 1 month

Category 2 - All Information Technology Equipment
and Non-Critical Software: Information technology
equipment is defined in State Administrative Manual
{SAM) § 4819.2,

Cost Installatlén SL]::)nTa:sBs;iigo n
I\él%%’tggg 6 months 4 months
$1§‘i%%?0%%t0 4 months 3 months
Lffglg(l)e(\)n 1 month 1 month

QPEN MARKET/INCIDENTAL, NON-SCHEDULE
ITEMS

The only time that open market/incidental, non-schedule
items may be included in a CMAS order is when they fall
under the parameters of the Not Specifically Priced
(NSP) ltems provision. [f the NSP provision is not
included in the CMAS, or the products andfor services
required do not qualify under the parameters of the NSP
provision, the products and/or services must be procured
separate from CMAS.

NOT SPECIFICALLY PRICED {NSP) ITEMS
CMAS contractors must be authorized providers of the
hardware, software and/gr services they offer under the
Not Specifically Priced (NSP) ltems provision.

Agency and CMAS contractor use of the NSP provision
is subject to the following requirements:

1. Purchase orders containing only NSP items are
prohibited.
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2. A purchase order containing NSP items may be
issued only if it results in the lowest overall
alternative to the State.

3. NSP items shall be clearly identified In the order.
Any product or service already. specifically priced
and included in the base contract may not be
identified as an NSP item.

4. NSP Installation Services: The CMAS contractor is

fully responsible for all  instaflation services.

performed under the CMAS. Product installations
must be performed by manufacturer authorized
personnel and meet manufacturer documented
specifications. The prime contractor, as well as any
subcontractors, must hold any cerifications and/or
licenses required for the project. The total dollar
value of all instaltation services included in ths

purchase order cannot exceed the dollar value of the.

products included in the purchase order, nor can
they exceed the NSP Maximum Crder Limitation.

5. Maximum Order Limitation: For orders $250,000, or
less, the total dollar value of all NSP items included
in a purchase order shall not exceed $5,000. For
orders exceeding $250,000, and at the option of the
contractor, the total daollar value of all NSP items in a
purchase order shall not exceed 5% of the total cost
of the order, or $25,000 whichever s lower.

6. An NSP item included in an order issued against a
CMAS is subject to all of the terms and conditions
set forth in the contract.

7. Trade-ins, upgrades, involving the swapping of
boards, are permissible, where the contract makes
specific provisions for this action. In those instances
where it is permitted, the purchase order must
include the replacement item and a notation that the
purchase involves the swapping of a board.

The following NSP items ARE SPECIFICALLY
EXCLUDED from any order issued under this CMAS:

1. ltems not intended for use in directly supporting the
priced items included in the same order. An NSP
item must be subordinate to the specifically priced
item that it is supporting. For example, a cable,
which Is not otherwise specifically priced in the base
contract, is subordinate to a specifically priced
printer or facsimile machine, and is eligible to he an
NSP item subject to that cable meefing the
remaining NSP requirements. However, a printer or
facsimile machine, which is not otherwise specifically
priced In the base contract, is not subordinate to a
specifically priced cable, and is not eligible to be an
NSP item.

2. Supply type items, except for the minimum amount

necessary to provide initial support to the priced
items included in the same order.

Ordering Instructions and Special Provisions

3. ltems that do not meet the Productive Use
Requirements for information technology products,
per the SCM, Volume 3, Chapter 2, Section 2.B6.2
and SCM, Volume FI$Cal, Chapter 2, Section
2.E3.2.

4. Any other item or class of items specifically excluded
from the scope of this CMAS,

5. Public Works components NOT incidental to the total
purchase order amount.

6. Products or services the CMAS contractor is NOT
factory authorized or otherwise certified or trained to
provide.

7. Follow-on consultant services that were previously
recommended or suggested by the same CMAS
contractor.

The CMAS confractor is required to reject purchase
orders containing NSP items that do not conform to the
above requirements. The CMAS contractor will promptly
notify the agency issuing the non-conforming order of its
non-acceptance and the reasons for its non-acceptance.

STATE AND L.OCAL GOVERNMENTS CAN USE
CMAS

State and local government agency use of CMAS Is
optional. A local government is any city, county, city and
county, district, or other local governmental body or
corporation, including UC, CSU, K-12 schools and
community colleges empowered to expend public funds.
While the State makes this CMAS available, each local
government agency should make its own determination
whether the CMAS program is consistent with their
procurement policies and regulations.

UPDATES AND/OR CHANGES

A CMAS amendment is not required for updates and/or
changes once the update andf/or change becomes
effective for the base schedule, except as follows:

¢ A CMAS amendment is required when the CMAS is
based on specific products andfor services from
another contractor's multiple award contract and the
contractor wants to add a new manufacturer's
products andfor services.

« A CMAS amendment is required for new federal
contract terms and conditions that constitute a
material difference from existing contract terms and
conditions. A material change has a potentially
significant effect on the delivery, quantity or quality
of items provided, the amount paid to the contractor
or on the cost to the State.

A CMAS amendment is required to update and/or change
terms and conditions and/or products and services based
on a non-federal GSA multiple award contract.
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SELF-DELETING FEDERAL GSA TERMS AND
CONDITIONS

Instructions, or terms and conditions that appear in the
Special ltems or other provisions of the federal GSA and
apply to the purchase, license, or rental (as applicable) of
products or services by the U.S. Government in the
United States, and/or to any overseas location shall be
self-deleting.  (Example: "Examinations of Records"
provision}.

Federal regulations and standards, such as Federal
Acquisition Regulation (FAR), Federal Information
Resources Management Regulation (FIRMR), Federal
Information Processing Standards (FIPS), General
Services Administration Regulation {(GSAR), or Federal
{nstallment Payment Agreement (FIPA) shall be self-
deleting. Federal blanket orders and small order
procedures are not applicable.

ORDER OF PRECEDENCE

The CMAS Terms and Conditions takes precedence If
there is a conflict between the terms and conditions of the
contractor's federal GSA, (or other muitiple award
contract), packaging, invoices, catalogs, brochures,
technical data sheets or other documents (see CMAS
Terms and Conditions, CONFLICT OF TERMS).

APPLICABLE CODES, POLICIES AND GUIDELINES

All Califomia codes, policies, and guidelines are
applicable. THE USE OF CMAS DOES NOT REDUCE
OR RELIEVE STATE AGENCIES OF THEIR
RESPONSIBILITY TO MEET STATEWIDE
REQUIREMENTS REGARDING CONTRACTING OR
THE PROCUREMENT OF GOODS OR SERVICES.
Most procurement and contract codes, policies, and
guidelines are incorporated info CMAS agreements.
Nonetheless, there is no guarantee that every possible
requirement that pertains to all the different and unique
State processes has been included.

PAYMENTS AND INVOICES
1. Payment Terms
Payment terms for this CMAS are net 45 days.

Payment will be made in accordance with the
provisions of the California Prompt Payment Act,
Government Code (GC) § 927 of. seq. Unless
expressly exempted by statute, the Act requires
State agencies fo pay properly - submitted,
undisputed invoices not more than 45 days after (i)
the date of acceptance of goods or performance of
services; or (i) receipt of an undisputed invoice,
whichever is later.

Ordering Instructions and Special Provisions
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Payee Data Record {Std. 204)

State Agencies not transacting in FI$Cal, must
obtain a copy of the Payese Data Record (Std. 204)
in order to process payments. State Ordering
Agencies forward a copy of the Std. 204 to their
accounting office(s). Without the Std. 204, payment
may be unnecessarily delayed. State Agencies
should contact the CMAS contractor for copies of the
Payee Data Record.

DGS Administrative and Incentive Fees

Orders from Stale Agencies:

The Department of General Services (DGS) will bill
each State agency directly an administrative fee for
use of CMAS. The administrative fee should NOT
he inctuded in the order total, nor remitted before an
invoice is received from DGS. This administrative
fea is waived for CMAS purchase orders issued to
Califarnia certified small businesses.

See the current administrative fees in the DGS Price

- Book at: https:/fwww.dgs.ca.gov/OFS/Price-Book.

Orders from Local Government Agencies:

CMAS contractors, who are not California certified
small businesses, are required to remit to the DGS
an incentive fee equal to 1% of the total of all local
government agency orders {excluding sales tax and
freight) placed against their CMAS. This incentive
fea is in lieu of local government agencies being
billed the above referenced DGS administrative fee.

This incentive fee is waived for CMAS purchase
orders issued to California certified small
businesses.

The check covering this fee shall be made payable
to the Department of General Services, CMAS Unit,
and malled to the CMAS Unit along with the
applicable Quarterly Report. See the provision in
this CMAS entitled "Contractor Quarterly Report
Process” for information on when and where to send
these checks and reports.

Contractor Invoices

Unless otherwise stipulated, the CMAS contractor
must send their involces to the agency address set
forth in the purchase order. Invoices shall be
submitted in triplicate and shall include the following:

CMAS number

Agency purchase order number
Agency Bill Code (State Only)
Line item number

Unit price

Extended line item price
Inveice total
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State sales tax andfor use tax shall be itemized
separately and added to each invoice as applicable.

The company name on the CMAS, purchase order
and invoice must match or the State Controller's
Office will not approve payment.

Advance Payments

Advance payment is allowed for services only under
limited, narrowly defined circumstances, e.g.,
betwaen specific departments and certain types of
non-profit organizations, or when paying another
government agency (Government Code (GC) §
11256 — 11263 and 11019),

It is NOT acceptable to pay in advance, except
software maintenance and license fees, which are
considered a subscription and may be paid in
advance if a provision addressing payment in
- advance is included in the purchase order.

Software warranty upgrades and extensions may
also be paid for in advance, one time.

Credit Card

Red River Technology LLC accepts the State of
California credit card (CAL-Card).

A purchase order is required even when the ordering
department chooses to pay the CMAS contractor via
the CAL-Card. Also, the DGS administrative fee is
applicable for all CMAS orders to suppliers not
California certified as a small business.

Lease/Purchase Analysis

State agencies must complete a Lease/Purchase
Analysis (LPA) to determine best value when
contemplating a leasefrental, and retain a copy for
future audit purposes (State Administrative Manual
(SAM} § 3710).

For short-term rental equipment, the lease/purchase
analysis must be approved by the Department of
General Services, Office of legal Services.

The lease/purchase analysis for all other purchases
must be approved by the Depariment of General
Services, G5 $Mart State Financial Marketplace.
Buyers may contact the GS $Mart™ Administrator,
Patrick Mullen by phone at (916) 375-4617 or via e-
mail at patick mullen@dgs.ca.gov for further
information. )

Ordering Instructions and Special Provisions
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Leasing

The State reserves the right to select the form of
payment for all procurements, be it either an outright
purchase with payment rendered directly by the
State, or a financing/lease-purchase or operating
lease via the State Financial Marketplace (GS $Mart
and/or Lease $Mart). If payment is via the financial
marketplace, the Supplier will invoice the State and
the State will approve the invoice and the selected
Lender/Lessor for all product listed on the State's
procurement document will pay the supplier on
behalf of the State,

Buyers may contact the GS $Mart™ Administrator,
Patrick Mullen by phone at {916) 375-4617 or via e-
mail at patrick.mullen@das.ca.qov for further

information.
Maintenance Tax

The California Department of Tax and Fee
Administration has ruled that In accordance with
Section 1546 of the Sales and Use Tax Regulations
of the Business Taxes Law Guide, whenaver
optional maintenance contracts include consumable
supplies, such supplies are subject to sales tax.

Generally, the State has two options:

1. For agreements that provide for only
maintenance services (i.e., the furnishing of
labor and parls necessary to maintain
equipment), the charges for the provision of
maintenance services are not taxable.

2. For agreements that provide for both
maintenance services and consumable supply
items (i.e., toner, developer, and staples, for
example), the provision of the consumable
supplies is considered a taxable sale of
tangible personal property. Therefore, State
agencies awarding optional maintenance
contracts are responsible for paying the
applicable sales fax on the consumable
supplies used during the performance petiod
of the maintenance confract.

The Contractor will be required to itemize the
consumables being taxed for State accounting
purposes.

CONTRACTOR QUARTERLY REPORT PROCESS

CMAS contractors are required to submit a detailed
CMAS Business Activity Report on a quarterly basis to
the CMAS Unit. See Attachment B for a copy of this form
and instructions.
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This report shall be mailed to:

Department of General Services
Procurement Division — CMAS Unit
Attention: Quarterly Report Processing
PO Box 989052, MS #2-202

West Sacramento, CA 95798-9052

Reports that include checks for incentive fees must be
mailed and shall not be e-mailed. All other reports may
be e-mailed fo the attention of Quarterly Report
Processing as follows:

CMAS Unit E-Mail: cmas@dgs.ca.gov

For the full instructions on completing and submitting
CMAS Quarterly Business Activity Reports, and a soft
copy of a blank quartelly report form, go to
https://www.dgs.ca.gov/PD/About/Page-Content/PD-
Branch-Intro-Accordion-List{Acquisitions/California-
Multiple-Award-Schedules, and then select “File a CMAS
Quarterly Report”,

Important things to remember regarding CMAS Quarterly
Business Activity Reports (referred to as “reports” below):

« Avreport is required for each CMAS, each quarter,

. even when no new purchase orders are raceived in
the quarter.

« A separate report is required for each CMAS.

« Each purchase order must be reported only
once in the quarter identified by the purchase
order date, regardless of when the services
were performed, the products were delivered,
the invoice was sent, or the payment was
received.

¢ Purchase arders from State and local government
agencies must be separated on the report, as
shown in the instructions.

« CMAS contractors must report the sales activity for
all resellers listed on their CMAS.

« Any report that does not follow the required format
or excludes required information will be deemed
incomplete and returned to the CMAS contractor for
corrections.

¢ Taxes and frelght must not be included in the report,

« CMAS contractors who are not California cettified
small businesses must attach to their quarterly
report a check covering the required incentive fee
for all CMAS sales to local government agencies
(see more information below).

« New CMAS agresments, renewals, extensions, and
modifications will be approved only if the CMAS
contractor has submitted all required quarierly
reporis and incentive fees.

Ordering Instructions and Special Provisions
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CMAS Quarterly Business Activity Reports are due in the
CMAS Unit within two weeks after the end of each quarter
as shown below:

Quarter 1 Jan 1 toc Mar 31 Due Apr 15
Quarter 2 Apr 1 to Jun 30 Due Jul 15
Quarter 3 Jul 1 to Sep 30 Due Qct 15
Quarter 4 QOct 1 to Dec 31 Due Jan 15

CONTRACTOR QUARTERLY INCENTIVE FEES

CMAS contractors who are not California certified small
businesses must remit to DGS an incentive fee equal to
1% of the total of all local government agency orders
{(excluding sales tax and freight) placed against their
CMAS agreement(s). This incentive fee is in lieu of local
government agencies being billed the above referenced
DGS administrative fee.

CMAS contractors cannot charge local government
agencies an additional 1% charge on a separate line item

to cover the incentive fee. The CMAS contractor must

include the 1% incentive fes in the price of the products

or services offered, and the line item prices must not

exceed the applicable base contract prices.

A local government agency is any city, county, district, or
other local governmental body, including the California
State University (CSU) and University of California (UC)
systems, K-12 public schools and community colleges
empowered to expend public funds.

This incentive fee is waived for CMAS purchase orders
issued to California certified small businesses.

The check covering this fee shall be made payable to the
Department of General Services, CMAS Unit, and mailed
to the CMAS Unit along with the applicable Quarterly
Report. See the provision in this CMAS entitled
“Contractor Quarterly Report Process” for information on
when and where to send these checks and reports.

OBTAINING COPY OF ORIGINAL CMAS AND
SUPPLEMENTS

A copy of a CMAS and supplements, if any, can be
obtained at caleprocure.ca.gov. A complete CMAS
consists of the following:

+« CMAS cover pages {which includes the signature
page, ordering instructions and special provisions,
and any attachments or exhibits as prepared by the
CMAS Unit)

CMAS Terms and Conditions.

Federal GSA (or Non-GSA} terms and conditions
Product/service listing and prices

‘Supplements, if applicabls.

®* @ * a
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It is important for the agency to confirm that the required
products, services, and prices are included in the CMAS
and are at or below base contract rates. To streamline
substantiation that the needed items are in the base
contract, the agencies should ask the CMAS contractor
to identify the specific pages from the base contract that
include the required products, sarvices, and prices.
Agencles should save these pages for their file
documentation.

CONTRACTORS ACTING AS FISCAL AGENTS ARE
PROHIBITED

When a subcontractor ultimately provides all of the
products or performs all of the services that a CMAS
contractor has agreed fto provide, and the prime
contractor only handles the invoicing of expenditures,
then the prime contractor's role becomes that of a fiscal
agent because it is merely administrative in nature, and
does not provide a Commercially Useful Function (CUF).
It is unacceptable to use fiscal agents in this manner
because the agency is paying unnecessary
administrative costs.

AGENCY RESPONSIBILITY

Each agency is responsible for its own contracting
program and purchasing decisions, including use of the
CMAS program and asscciated outcomes.

This responsibility includes, but is not necessarily limited
to, ensuring the necessity of the services, securing
appropriate funding, complying with laws and policies,
preparing the purchase order in a manner that
safeguards the State's interests, obtaining required
approvals, and documenfing compliance with
Government Code (GC) § 19130.b (3) for outsourcing
services.

It is the responsibility of each agency to consult as
applicable with their legal staff and contracting offices for
advice depending upon the scope or complexity of the
purchase order.

if you do not have legal services available fo you within
your agency, the DGS Office of Legal Services is
available to provide services on a contractual basis.

CONFLICT OF INTEREST

Agencies must evaluate the proposed purchase order to
determine if there are any potential conflict of interest
issues. See the CMAS Terms and Conditions, Conflict of
Interest, for more information,

FEDERAL DEBARMENT

When federal funds are being expended, the agency is
required to cbtain (retain in file) a signed "Federal
Debarment” certification from the CMAS contractor
before the purchase order is issued.

Ordering Instructions and Special Provisions

1

This certification is required by the regulations
implementing Executive Order 12549, Debarment and
Suspension, 29 CFR Part 98, Section 98.510,
Participants; responsibilities, The regulations were
published as Part VIl of the May 26, 1988 Federal
Register {pages 19160-19211).

CONTRACTOR TRAVEL

The travel provision is not applicable to this CMAS,
LIQUIDATED DAMAGES FOR LATE DELIVERY

The value of the liquidated damages cannot be a penalty,
must be mutually agreed upon by agency and contractor

and included in the purchase order to be applicable.

ACCEPTANCE TESTING CRITERIA

If the agency wants to include acceptance testing for all
newly installed technology systems, and individual
equipment, and machines which are added or field
modified (modification of a machine from one model to
another) after a successful performance period, the test
criteria must be included in the purchase order to be
applicable.

AMERICANS WITH DISABILITY ACT {ADA)

Section 504 of the Rehabilitation Act of 1973 as
amended; Title VI and VI of the Civil Rights Act of 1964
as amended; Americans with Disabilities Act, 42 USC
12101; California Code of Regulations, Title 2, Title 22;
California Government Code, Sections 11135, et seq.;
and other federal and State laws, and Executive Orders
prohibit  discrimination. All programs, activities,
employment opportunities, and services must be made
available fo all persons, including persons with
disabilities. See Attachment A for Procurement Division's
ADA Compliance Policy of Nondiscrimination on the
Basis of Disability.

Individual government agencies are responsible for self-
compliance with ADA regulations.

Contractor sponsored events must provide reasonable
accommodations for persons with disabilities.

DGS PROCUREMENT DIVISION CONTACT AND
PHONE NUMBER

Department of General Services
Procurement Division, CMAS Unit
707 Third Street, 2 Floor, MS 2-202
West Sacramento, CA 95605-2811

Phone # - (916} 375-4365
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ATTACHMENT A
ADA NOTICE

Procurement Division (State Department of General Services)
AMERICANS WITH DISABILITIES ACT (ADA) COMPLIANCE
POLICY OF NONDISCRIMINATION ON THE BASIS OF DISABILITY

To meet and carry out compliance with the nondiscrimination requirements of
the Americans With Disabilities Act (ADA), it is the policy of the Procurement
Division (within the State Department of General Services) to make every effort
to ensure that its programs, activities, and services are available to all persons,
including persons with disabilities.

For persons with a disability needing a reasonable accommodation to
participate in the Procurement process, or for persons having questions
regarding reasonable accommodations for the Procurement process, please
contact the Procurement Division at (916) 375-4400 (main office); the
Procurement Division TTY/TDD (telephone device for the deaf) or California
Relay Service numbers which are listed below. You may also contact directly
the Procurement Division contact person who is handling this procurement.

IMPORTANT: TO ENSURE THAT WE CAN MEET YOUR NEED, IT IS BEST
THAT WE RECEIVE YOUR REQUEST AT LEAST 10 WORKING DAYS
BEFORE THE SCHEDULED EVENT (i.e., MEETING, CONFERENCE,
WORKSHOP, etc.) OR DEADLINE DUE-DATE FOR PROCUREMENT
DOCUMENTS. |

The Procurement Division TTY telephone numbers are:
Sacramento Office: 916-376-5127 (CALNET 480-5127)
The California Relay Service Telephone Numbers are:

Voice 1-800-735-2922, or 7-1-1
Speech to Speech Service: 1-800-854-7784

Ordering Instructions and Special Provisions 12
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11.

Notes:

ATTACHMENT B
CMAS QUARTERLY BUSINESS ACTIVITY REPORT

Instructions for completing the CMAS Quarterly Business Activity Report

Complete the top of the form with the appropriate information for your company.
Agency Name - Identify the State agency or Local Government agency that issued the order.

Purchase Order Number - Identify the purchase order number {and amendment number if applicable)
on the order form. This is not your invoice number. This is the number the State agency or Local
Government agency assigns to the order.

Purchase Order Date - |dentify the date the purchase order was issued, as shown on the order. This
is not the date you received, accepted, or invoiced the order.

Total Dollars Per PO - [dentify the total dollars of the order excluding tax and freight. Tax must NOT
be included in the quarterly report, even if the agency includes tax on the purchase order. The total
dollars per order should indicate the entire purchase order amount (less tax and freight) regardless of
when you invoice order, perform services, deliver product, or receive payment.

Agency Contact - Identify the ordering agency's contact person on the purchase order.
Agency Address - Identify the ordering agency’s address on the purchase order.
Phorie Number - Identify the phone number for the ordering agency’s contact person.

Total State Sales & Total Local Sales - Separately identify the total State dollars and/or Local
Government agency dollars {pre-tax) for all orders placed in quarter.

. 1% Remitted to DGS - Identify 1% of the total Local Government agency dollars reported for the

quarter. This is the amount to be remitted to DGS by contractors who are not California certified small
husinesses.

Grand Total - Identify the total of all State and Local Government agency dollars reported for the
quarter.

A report is required for each CMAS, each quarter, even If there are no new orders for the quarter.
Quarterly reports are due two weeks after the end of the quarter.

Ordering Instructions and Special Provisions 14



GSPD-401IT-CMAS

CALIFORNIA MULTIPLE AWARD SCHEDULES (CMAS)
GENERAL PROVISIONS - INFORMATION TECHNOLOGY

1.

DEFINITIONS: Unless otherwise spaclfied in the Statement of
Waork the following terms. shalt be givan the meaning shown,
unless cantext reguires otherwise,

a)

b)

c)

d)

g

i

“Agceptance Tests" means those fests performed
durlng the Perdformance Period which are intended to
determing compliance of Equipment and Software with
the specifications and all other Attachments incorporated
herair by reference and to determine the reliability of the
Equipment.

"Application Program™ means a compuler program
whigh Is Intended to be executed for the purpose of
perfarming uselut work for the user of the information
being peacessed. Application programs are developed ar
otharwise acquired by the user of the Hardware/Software
systers, but they may be suppiled hy the Contractor.
“Attachment” means a mechanical, eleclrical, or
elecironla interconnseotion te the Contractor-supplied
Maching or System of Equipment, manufaciured by other
than the oedginal Equipment manufacturer, that Is not
connegied by the Contractor,

“Business entity” means any Individual, business,
partnership, lolnt venlure, corporation, S-corporation,
lirmaited liabilily company, sola propeletorship, jolnt stook
company, consartium, or ofher privete legal entity
racagnized by statute.

“Buyer” means the Siate’s authorized confracting
official.

“Commercial Hardware” means Hardware developed ar
regularly used that, () has been sold, |sased, or likensed
o the general publie; () has been offered for sale, lease,
arlicanse to the genaral publle; G} has not been offared,
sold, leased, or licensed to the public but wil be avallable
far cormarcial sale, lease, ar icense in time to satisfy the
dalivary reguirements of this Contract, or (iv) satisflies
criterion expressed in (), (i), or (i) ahove and woulg
raquire gnly minor maodifications (o meet the requirements
of ihis Contract,

“Commaerciat Software™ means Saftware developed or
regularly used ihat: (f) bas been seld, leased, or licensed
to the genaral publie; (ii) has bean offared for sale, leass,
or license te the ganeral public; (i) has not heen offered,
sald, leased, or licensed 1o the public but will be avallable
far cemmercial sate, lease, orlicensa In time to satisfy the
delivery requirements of this Contract; or {iv) satisfies a
criterion expreased in {1}, (it), or {{li) sbove and would
require only minor modifications to meet tha requiraments
af this Contract,

“Qontract” means this Contract or agreement including
any purchase order), by whatever name known or In
whatever format used.

“Custom Software” means Software that does not
meat the definition of Commerolal Software.
"Contractor” means the Business Entity with whaom the
State enlers into this Conlract. Coniractor shalt be

k)

n)

o)

p)

q)

r)

5)

syncoymous with “supplier”, “vender™ ar other simlfar
term.

"Biata Pracessing Subsystem® means a complament of
Cantracter-furnished Individual Machines, including the
negcessary controlling ~elements {or the functional
equivalent), Operating Scftware and Software, if any,
which are acquired to operate as an integrated group, and
which are interconneciad entirely by Contrastor-supplied
pawer andfor signal cables; e.g., direst access controlier
and drives, a oluster of terminats with their controller, ete.
"DPata Pracessing System {System)™ means the total
somplement of Contractor-fumished Machines, including
ane oF more centtal processors {or  instuction
processars), Qperating Software which are acquired to
opetate as an integrated group.

“Deliverables” means Goeds, Software, Information
Tachnalegy, telecommunications technolegy, Hardware,
and other items {e.g. reports) to be deliverad pursuant to
this Contract, including any such items furnished ingident
to the provision of services,

"Resignated CPUs)® means for each product, If
applicable, the central processing unkt of the coraputers
or the server unit, including any assoclated paripheral
units. If ne spacific *Designated CPU(s)" are specified on
the Contract, the term shall mean any and all CPUs
lncated at the shte specified therein,

"Rocumentation” means manuals and other printed
materials necessary or useful o the State In its use or
mainienance of the Equipment or Software provided
hereunder, Manuals and eother printed materfals
customized for the Stale hersunder constitute Wark
Product ifsuch materials are required by the Statetment of
Wark.

"Equipment” is an all-inclusive term which refers elther
to ingividuat Machines er to & camplele Data Pracessing
System or subsystem, including its Hardware and
Qperating Software (if any).

*Equipmaent Fallure” s a malfunction in the Equipment,
excluding all external factars, which prevents the
accomplisbment of the Equipment’s intended functien(s).
if micracode or Qperating Software residing In the
Equipment Is necessary for the proper opetalion of the
Equipment, a fallure of sush micrecode or Operating
Software which prevenis the accomplishment of the
Eguipment's intended funotions shall be deemed to be an
Equipment Fallure.

"Faciiity Readiness Date™ means the date specified In
the Statement of Work by which the State must havs the
site prapared and avallable for Equipment delivery and
Inatallation.

“Goods™ means all types of tangible personal property,
inoluding bul not limited {o materials, supplles, and
Equipment (including computer and telecommunications
Equipment),

REVISED AND EFFECTIVE MARCH 15, 2018
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t)

u)

v)

w)

x)

y)

aa)

bb)

ce)

dd)

*Hardware" usually refers to computer Equipment and is
oontrasted with Software, See also Equipment.
*mgtaliation Date™ means the date specified in the
Statement of Work by which the Contractor must have the
ardered Equipment ready (certified) for use by the State,
"information Technology" includes, butis net Imited to,
alk elechronic  techrology systems angd  services,
autemated information handiing, Systern dasign and
analysls, conversion of data, computer programming,
information storage and retrfoval, telecormunications
which Include voice, video, and data communications,
requisite  System controls, simulation, electronic
commerce, and all related interactions betwean people
and Machines.

“Machine” means an indhddual unit of a Data Procesaing
System or subsystem, separately identified by 2 type
andfor modet numbar, comprised of but net limited te
mechanical, electro-mechanical, and electronic parls,
microcade, and speciat fealures instalied thareon and
including any necessary Software, e.g. ceniral
pracessing unit, memory modute, tape unit, card reader,
ete.

"Machine Alteration" means any change to &
Contractor-supplied Machine which is not made by the
Contractor, and which results in the Machine devialing
from ita physical, mechanical, electrical, or electronic
fincluding micracode) design, whather or net additional
davices o parts are employed in making such change,
“Maintenange Dlagnostic Routines® means the
diagnastic programs customartly used by the Contractor
to test Equipment for proper functioning and reliability.
“Manufacturing Materlals™ means parts, tools, dies,
kgs, fixtures, plans, drawings, and [aformation produced
or acquired, or righls acquired, specifically to fulfilt
obligations set forth herein. '

"Mean Time Batween Faillure {(MTBF)" mgeans the
average expectad or obsarved time between consecutive
failures in & System of component,

“Mean Time to Repalr (MTTR)" means the average
expeacted or abserved time required to repair a System or
componant and return it to normal operation,

*Operating Software™ means those routines, whether or
not identfied as Program Preducts, that reside In the
Equiptment and are requirad for the Equipment to perform
its intended function(s), and which Intarface the oparator,
other Gontractorsupplied pragrams, and user programs
ta the Equipment,

*Operatlonal Use Time" means for performance
meagurament purposes, that time durng whioh
Equipment is In aclual operation by the State, For
malntenance Qperational Use Time purposes, that time
during which Equipment Is in actual eperation and is nat
synonymous with power an time,

ee) “Perlad of Maintenance Coverage” means the period of
tima, as selected by the State, during which maintanance
sarvices are provided by the Conbrastor for a fixed
monthly charge, as opposed to an howdy charge for
services rendered. The Period of Malntenance Coverage
consists of the Princlpat Parled of Maintenance and any
additienal hours of coverage psr dey, andfor increased

. coverage for weekends and halidays.

iy  “Preventive Maintenanca™ maans that maintenance,
performed en a schadulad basls by the Contractor, which
is designed to keep the Equipment in proper operating
condition,

gg) “Principal Perfed of Maintenance” means any nine
consacutive haurs per day {usually betwaen the hours of
700 am. and 6:00 pm) as selected by the Stale,
including an officiat meal periad not to excesd one hour,
Monday through Friday, excluding holidays ebserved at
the instaltation.

hh) “"Programming Aids" means Contractor-supplied
programs and routings executable on the Contraclor’s
Equipment which asesista a programmer in the
development of applications  including  fanguage
processors, sorte, communications modules, dala base
management sysiems, and ulility routines, (ape-to-disk
routines, disk-ie-print routings, efe.).

i) “"Program Produst® means programs, routines,
subroutings, ang relatad items which are propriefacy to
the Centractor and which are licensed to the State for its
use, usually en the basis of separately siated charges and
apprapriate contractual provisions,

iy “Remedial Maintenance" means that maintsnance
perfermed by the Coniractor which results from
Equipment {ncluding Operating Software) fallure, and
which | performed as required. Le., on an unscheduted
hasis,

kK) "Software” means an all-inclusive term which refers to
any corputar programs, routines, or subroutines supplied
by the Contractor, Inchuding Operaiing Software,
Programming Aids, Application Pregrams, and Program
Prodetets,

My “Software Fallure® means a malfunction In the
Contractor-supplied Software, other than Qperating

~ Boftware, which pravents the accomplishment of work,
gven though the Equipment (including its Qperating
Softwara) may still be capable of operating property. For
Operating Software failure, see definition of Equipment
Failure.

mm) "State” means the government of the State of Califarmia,
its employees ang authorized represantatives, including
without lmltation any department, agenoy, or other unit of
the government of the State of California,

nn) "System" means the complete collection of Hardware,
Software and services as described in this Contract,
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integrated and functioning together, and perferming in
aceordance with this Confract,

00} “i.§. Intellectual Praperty Rights” means intellectual
property tights enforceable in the Unlted States of
Amedca, including without lmitation rights In trade
secrets, copyrights, and LS. palents.

CONTRACT FORMATION: [f this Contract results from a
Lstier of Qffor, then Contracior's offer is deemed a fiem: offar
and this Coniract document is the State’s acceptance of that
offer,

COMPLETE INTEGRATION: This Contrast, Including any
dacuments Incorporated herein by express refersnce, is
Intendled to be a complete integration and there are ne prior or
contermporangaus  different or  additional  agreemsnis
pertaining te the subject matter of the Conteact,

SEVERABILITY: The Contractor and the State agree that if
any provision of this Contract is found fo be ilegal or
unenforceabls, such temm or provision shall be deemed
sticken and the rarmainder of the Conlract shall remain in full
force and effect. Either party having knowledge of such term
ar provision shall promplly infor the other of the presumed
nen-applicability of such provision.

INDEPENDENT CONTRACTOR: Confractor and the agents
and employeses of Contracter, in the performange of this
Contract, shall aot in an independent capacity and not as
officers or employess or agents of the Stats,

APPLICABLE LAW: This Gontract shalt be goveened by and
shall be interpreted In accordance with the laws of the State of
California; venua of any aclion brought with regard to this
Coniract shall be in Sacramente County, Sacramento,
California, The United Nations Convention on Contracts for the
nternational Sale of Goods shall not apply to this Contract,

COMPLIANCE WITH STATUTES AND REGULATIONS:

a} The State and the Contragtor wairants and certifies that
i the parformance of this Condract, it wil comply with all
applicable statutes, rules, regulations and arders of the
Linited States and the State of Callfornia. The Contractar
agrees to indernify the State against any loss, cost,
darmage or labilify by reason of the Contrastor's viotation
of this provision.

h} The Blate will notify Contractor of any such claim in-writing
and tender the defense: thereof within a reasonable time;
and

¢}  The Contractor will have sole controt of the defense of any
action on such claim and all negotiations for lts settlarent
or compromise; provided that () when substantial
principtas of goverament or public law are Involved, when
litigation might create precedent affecting fulure Stata
opetations er Hability, or when invelvement of the Stata ls

otharwise mandated by law, the State may participate in
stch action at its own expense with respact to atiorneys’
fees and coste (but not fRahllity)y; (i1} where a setlement
woulkd impese Hability on the State, affect prnciples of
Califernia government or public law, or lmpact the
authority of the State, the Bepartment of General Services
wit have the right to approve or disapprove any
selilement or compromise, which approval wil not
unreasenably be withheld or defayed; and i) the State
will reasonably cooperate in the defense and in any
related setilament negotlations.

d} Ifthis Contractls in excess of $5884,000, # ls subject to the
requirements of the Werld Trade Qrganization (WTO)
Government Procurement Agreament (GPA),

8} Ta the extent that thiz Contract falls within the scope of
Government Code Section 11135, Confractor hereby
agrees to respond to and resolve any eomplaint brought
to ita atiention, regarding acoessbliity of its products or
services.

CONTRACTOR'S POWER AND AUTHORITY: The
Contractor warcanis that It has full pawer and authority to grant
the rights heraln granted and will bold the State harmless from
and against any loss, cost, liablity, and expense (including
reasanable attormney fees) arsing out of any breach of this
warranty.  Further, Gontragtor avers that it wilt not enter Into
any arrangeraent with any third party which might abridge any
rights of the State under this Gentract,

8) The State will notify Contractor of any such clalm i writing
and tander the defense thereof within a reasanable time;
ang

b} ‘The Confrantor will have sole control of the defense ofany
action on such ¢lalm and all negotiations for s settiement
ar compromise; provided that () when substantial
principfes of governmant er public law are Invalvad, when
liigatien might create precedent affesting fulure State
oparations or liability, or when nvolvement of the Statg is
otharwise mandatad by taw, the State may pariicipate In
such action at its own expense with respect to attomeys’
feas and costs (bul net liability); (i} where a seltiement
would Impose Hablity on the State, affect principles of
California government or public law, or Impact the
authorily of the Siate, the Department of General Services
wit have the right to approve or disapprave any
seltlement or compromise, which approval wilk not
unreasonably be withheld or delayed; and til) the State
will reasonably cooperate in the defense and In any
related setflement negotiations.

9. CMAS -- ASSIGNMENT:

3) This Contract shall not be assignable by the Contractar in
whole or In part withaut the wiitten cansant of the State.
Tha State’s consent shall not be unreasenably withheld
or defayed. Forthe purpese of this paragraph, State will
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10.

11.

12.

not unreasonably prohibit Confraclor from  freely
asslgning is right to payment, provided that Contractor
remains responsitle for s obligations hereunder,

by Shoutd the State desire financing of the assets previdad
hereunder through G58Mart, the State's financial
marketplace, the Conteactor agrees to assign to a Slale-
deslgnated lender its fight to receive payment from: the
State for the assets In exchange for payment by the
lendar of the cash purchase pecs for the assets. Upon
notice o do so from the State-designated lender at any
time prior o payment by the State for the assels, the
Contreactor will exscute and deliver to the State-
designated lender an assignment agreement and any
additionat documents neceasary for the State selacted
financing ptan. The Siate-designated lender wilt pay the
Contractar agcording to the terms of the Contractor's
invelce upon acceptance of the assels by the State,

WAIVER OF RIGHTS: Any action or inaction by the State or
the failure of the State an any cccasion, to enforce any Fight or
provision of the Contract, shall not be constryed to be & walver
by the State of its rights hereunder and shall not prevent the
State from enforcing such provision or right on any future
acoasion,  The rights and remadies of the Sfate hereln are
cumutative and are in additlon ta any other rights or remedies
that the State may have at law or In eguity.

CMAS -- ORDER OF PRECEDENCE: In the evant of any

inconslstenoy batwaen the articles, attachments, specilications

ar provisions which constliute this Contract, the following ordar
of precedence shalt apply!

a} These General Provisions — Information Technology (in
the Instances provided hergin where the paragraph
beging: “Unless othersise speciiied in the Statement of
Work" provisions spacified In the Statement of Work
replacing these paragraphs shall lake precedence over
the paragraph referenced |n thase General Provisionsy;

b} Contract form, Le., Purchase Order STD 65, Standard
Agreement STE 213, etc., and any amendments thereto,

¢} Other Specisl Provislons;

d) Federal G8A {or other mulliple award) terms and
condltions;

8} Statement of work, including any specifications
Incorporated by reference herein; and

£y All other attachmenis Incarporated in the Contract by
referance.

PACKING AND SHIPMENT:

a} Al Goods are to be packed in suitable containers for
protection in shipment and storage, and in accordance
with applicable specificaions. Each container of a
myltiple container shipment shait be [dentified to:

i show the number of the container and the total
rurmber of containers in the shipment; and

13.

14.

i the number of the containgr in which the packing
sheet has been enclosed,

b} Al shipments by Contractor or its subcontractors must
include packing sheets identifying: the State's Contract
number; item number; quantity and unit of measure; part
number and deseription of the CGaods shipped: and
appropriate evidence of inspection, if required. Goods for
differant Contracts shall be listed on separate packing
shaals,

¢} Shipments mustbe made as spacified In this Conlract, as
it may be aragndedt, or otherwiae directed In writing by the
Slate's Transportation Management Unit within the
Departmant of General Services, Procurement Division,

TRANSPORTATION COSTS AND OTHER FEES OR
EXPENSES; No charge for delivery, drayage, express, patcel
post, packing, cartage, insurance, license fees, pernits, cost of
bands, oF for any ether purpose witt be pald by the State unlass
expraasty included and lternized In the Contract,

a) The Contractor must strictly follow Contraet requirements
regarding Free on Board (F.O.B.), frefght terms and
routing instrucifens. The State may permit use of an
alfernale carrder af no additionat cost to the Stale with
advance written authorizalion of the Buyar.

by  If ‘prepay and add” is selected, supporting Freight bills are
required when over $50, untess an exact fraight charge s
approved by the Transportation Management Enit within
the Department of General Services Procurement
Divislon and & walver is granted.

¢l On "F.OB. Shipping Point® {ransactions, should any
shipments under the Comfract be received by the State in
& damaged conditiort and any refated freight loss and
damage claims fifed sgainst the camier or carriers be
wholly or partiafly decined by the carrier or canlers with
the inference that damage was the result of the act of the
shipper such ag inadeguate packaging or foading or some
interent defect In the Egquipment andior materfal
Contractor, on raquest of the State, shall at Conteactor's
owrr oxpense assist the State in establishing carrier
lizbility by supplying evidence that the Equipment andfor
materfal was propedy consfructed, manufactured,
packaged, and secured to  withstand normal
transportaion conditions.

DELIVERY: The Contractor shali sirictly adhera to the dellvery
and completion schadutes speaified in {his Contract. Time, if
statad as a numker of days, shall mean calendar days unless
otherwise specified. The quantites specified herein are the
only quantties required, If the Contractor delivers in excess of
the quantities specified hergin, the State shall not be reguired
to make any payment for the excess Deliverables, and may
raturn tham to Contractor at Contragtor's expense or ulllize any
other fghts avaliabla to the State at law or In equity.
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15. SUBSTITUTIONS: Substitulion of Deliverables may not be
tendered without advance writien consent of the Buyee.
Coniractor shall not use any specification In leu of those
contalned In the Contract without wiliten consent of the Buyer.

16, INSPECTION, ACCEPTANCE AND REJECTION: tnless
otherwise specified in the Statament of Wark:

a}

b}

e}

&}

Whan acquiring Commercial Hardware or Coramersiat
Software, the State shall rely en Contraclor's existing
quality assurance systern a3 a substitule for State
inspeclion and testing. Far all other acquisitions,
Contracter and its subcomtraclors will provide and
mainiain a quality assurance systemn accepiable o the
Stete covering Deliversbles: and services under this
Contract and will tender to the Stale only those
Deliverables that bave been inspested and found to
confarm ta this Contracts raquiremenis, The Contractor

will kesp regards evidencing inspections and thelr result,

and wilt make these records available o the State during
Contract performance and for three years after finak
payment. The Cantractor shalt pesmit the Biate to review
procedures, practices, processes, and related documentis
to delermine the acceptability of Contractor's quatity
assurance System or other similar business practices
refated to performance of the Contract,

Al Deliverables may be subject to inspaction and tost by
the Siate or its authorized representatives.

The Gontractor and s subconiractors shall provide all
reasonzable facliies for the safely and convenience of
inspectors at no additional cost o the State. The
Contracter shall furnish to inspectors all information and
data as may be masonably required o perform their
inspaction,

Bublect to subsection 16 {a) above, all Deliverables may
be subject to final Inspeclion, test and acceptance by the
State at destinatlon, notwithstanding any payment or
inspaction at saurce, '

The State shall glve written notice of rejection of
Deliverables delivered or services performecd hereunder
within a reasenable tims after receipt of such Deliverables
or perlormance of such servives, Such noflce of refection
wilt state the respects. in which the Deliverables do not
substantially canforms to thelr specifications. If the State
dnes not provide such notice of rejeetion within fitteen (15}
daya of delivery for purchases of Commerciat Hardware
ar Gommercial Software or thirty (30) days of delivery for
all ather purohases, such Pellverables and services will
be daemed to have bean accepted. Acceptance by the
State will be finat and iaversible, excapt as It relatas to
latent defects, fraud, and gross mistakes amounting to
fraud. Acceplance shall not be construed to walve any
warranty fights that the State might have at law or by
express reservation In this Contract with respact to any
nonconformity.

17. SAMPLES:

18.

&}

b)

Samples of tems may be required by the Siate for
inspection and specification testing and must be fumished
frea of expense to the State. The samples furnished must
be identical in alt respacts fo the praducts offered andfor
spacified In the Contract,

Samples, i not destroyed by fests, may, upon raquest
made at the time the sample is fumished, be retumed at
Cantractor's expense.

CMAS -- WARRANTY: The following warranty language is in
addition to the warranty language provided [n the faderal GSA
Muitiple Award Schedule or other hase Contract used fe
establish this CMAS Confract. When there I8 2 conflict
betwaen the language, the following waranty language
overtides.,

a)

b}

al

Unless etherwise specified in the Statemeant of Work, the
waranties in this subsection a) begin upen delivery of the
goods or services In question and end one (1) year
thereafter. The Confracter warrants that §) Deliverables
and services fumished hereunder will substantially
gonform: to the requirements of this Conlract (including
without fimitation all descripions, specificaions, and
drawings identifiad in the Siatement of Work), and (it} the
Deliverables will be-free from maltetial defeots in materials
and workmanship, Where the parties have agreed to
design specifications fsuch as a Dotalled Design
Document) ang incorporated the same or equivalent in
the Statement of Work directly or by referance, the
Cantractor wilt warrant that its Deliverables provide alt
material functionality required thereby. In addition to the
other warranties set forth herein, where the Contract calls
for delivery of Commercigi Sofiware, the Confracior
warrants that such Software will perform: in accordance
with its license and accompanying Documentation. The
State's approval of designs o specifications furnighed by
Contractar shalt not relieve the Contractor of its
ohligations uader this warranty.
The Contractor wamants that Delvarables furnished
hereunder () wilt be free, at the time of delivery, of harméul
code {ie. computer viruses, womns, frap doors, time
hombs, disabling cade, or any simllar mallclous
mechanism designed te interfere with the Intended
oparation of, or cause damage to, computers, data, or
Seftware): and (i) will not infringe or viclate any U.S.
Intellectual Property Right. Without limiting the generality
of the foregeing, If the State belleves that barmful code
may be present In any Commercial Software daliversd
hareunder, the Contractor will, upon the State's request,
provide a new or clean install of the Software,
Unlass otherwise specified In the Statement of Work:
i The Contractor doss rot warrant that any Softwars
provided hereunder is erorfiee or that it wilt run
without immatertal interruption. :
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{ii} The Ceniractor does not warrant and will have no
raspensibiiity for a claim to the extent that It arises
diracily fram (A} a modificalion made by the Stale,
untess such modification s approved or directed by
the Contractor, {B) use of Software In combination
with er on pecducts other than as specified by
Contractor, or {C) miguse by the Slate.

iy Where the Contractor reselis Commercial Hardware
or Commercial Software it puechased from a third
party, Contractor, to the extent it is (egally able to do
so, will pass through an such third party warranties
to the Slate ang will reasonably coepsrale In
enforoing theny, Sueh warranty pass-through will nat
relieve the Confractor from Contractor's warcanty
obligations set forth above.

dy Al waranties, including speclel warrantiss specified
eisewhere hereln, shall inure io the State, Hs successars,
assigns, customer agenclies, and governmentat users of
the Deliverables or services.

8) Except asmay be specifically provided in the Statemant
of Woik or elsewhers in this Contragt, for any breach of
the warranties provided in this Section, the State's
exclusive remedy and Contractor's sole obligation will be
limitad to:

) re-performance, repair, or replacement of the
nonconforming  Deliverable  (ncluding  without
limitation an inftinging Detiverable) or service; ar

i) should the State in its sels diseretion consent, refund
of all amounis paid by the State for the
nonconforming Deliverable or setvice and payment
to the State of any additional amounts necessary o
equal the State's Cost to Cover. “Cast to Cover”
means the cost, properly mitigated, of procuring
Delivarables or services of equivatent capability,
function, and performance. The payment obligation
in subsection e)ii} above will net excesd the limits
on Confractor's Rability set forth in the Section
entitlad "Limitation of Liability.

fy EXCEPT FOR THE EXPRESS WARRANTIES
SPECIFIED IN THIS SECTION, CONTRACTOR MAKES
NG WARRANTIES EITHER EXPRESS OR IMPLIED,
INCEUDING WITHOUT LIMITATION ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS
FOR A PARTICULAR PURPOSE.

19. SAFETY AND ACCIDENT PREVENTION: In perferming work

under this Confract on State premises, the Contractor shall
canform to any speciic safety requirements contained in the
Contract or as required by law or regulation. The Cantractor
shall take ary additional preceutions as the Stale may
reasonably require for ssfely and accident prevention
purpases. Any violation of such rules and requiraments, unless
promptly corrected, shall be grounds for termination of this
Cantract in accordance with the default provisions hergof,

20. INSURANCE: The Gonfractor shall maintain all commercial

21.

general liabilty msurance, workers™ compensation insurance
and any other insurance required under the Contract. The
Cantracior shall fuenish Insurance certificateds) evidencing
required Insurance covarage acoeptable to the State, including
endorsements showing the State as an “"additional insured™ If
required under Centract.  Any required endorsements
requested by the State must be separaltely providad; merely
refarring to such coverage on the certificates(s) is nsufficiznt
for this purpese. When performing work on siate owned or
gontrolled property, Conftractor shall provide 3 walver of
subragation in favor of the State for its workers® cormpensation

policy.

TERMINATION FOR NON-APPROPRIATION OF FUNDS:

a} If the term of this Contract extends into fiscal years
suhsequent to that In which it is approved, such
gontinuation of the Conlract I contingent on the
appropiiation of funds far such purpose by the
Legistature, If funds to effect such continued payment are
nat appropriated, the Contractor agraes to take back any
‘affected Deliversbles fumished under thizs Contragt,
terminate any servivas supplied fo the State under this
Caontract, and rellave the State of any further obligation
therefor,

by The State agrees that if it appears likely that subsection
a) ahove will be invoked, the State and Contractor shalt
agree to take sl reasonable steps to prioritize work and
Deliversbles and minimize the Ingurrence of costs prior to
the expiration of funding for this Contract.

6} THE BTATE AGREES THAT IF PARAGRAPH )} ABOVE
I8 INVOKED, COMMERCIAL HARDWARE AND
SOFTWARE THAT HAS NOT BEEN PAID FOR, SHALL
BE RETURNED TO THE CONTRACTOR IN
SUBSTANTIALLY THE SAME CONDITION IN WHICH
DELIVERED TO THE STATE, S8UBJECT TO NORMAL
WEAR AND TEAR. THE STATE FURTHER AGREES
TO PAY FOR PACKING, CRATING,
TRANSPORTATION TO CONTRACTOR'S NEAREST
FACILITY AND FOR REIMBURSEMENT TOQ THE
CONTRACTOR FOR EXPENSES INGURRED FOR
THEIR ASBISTANCE IN SUCH PACKING AND
CRATING.

22. TERMINATION FOR THE CONVENIENCE OF THE STATE:

a) The State may terminate performance of work under this
Ceniract for its convenience Inwhole or, from time fo time,
in part, if the Department of General Services, Deputy
Director Procurement Division, or designee, detarmines
that o termination Is in the State’s interest. The
Department of Qeneral Services, Depuly Birector,
Procurement Bivislon, or designes, shall terminate by
delivering to the Confracter a Notice of Tenmnination
specifylng the extent of tarmination ard the effective date
thersof,
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b}

)

d}

e}

i}

After receipt of & Notice of Termination, and except as
diracted by the State, the Conlractor shall Inmediately
praceged with the following obligations, as applicable,
regardiass of any dalay in detemining or adjusting any
amounts due under this clavse. The Contractor shall;

& Stop work as specified in the Notice of Termination.

i} Plage no further subcontracts for matedals, services,
or faciliies, except as necessary to complete the
continuing portion of the Cantract,

(i) Terminate all subcantracts to the extent thay relate
te the work terminated. :

fivy Bettie alt eutstanding labilitles and termination
setdemant proposals arising from the termination of
subcontracts;

After termination, the Coniraclor shalt submit a final

termination setilement propasal to the Slate In the form

and with the information prescribed by the State. The

Contractor shall submit the propesat promptly, but no later

than 90 days after the effective date of termination, unless

a difforent time |s. provided in the Statement of Werlk ar in

the Notice of Termination.

The Centractor and the State may agree upon the whele

ar any part of the amount to be pald as requested under

subsection (g} ahove.

Unlass atherwise set forth in the Statement of Wark, If the

Gantractor and the Siate fall {o agree on the amaunt o be

pald because of the termination for convenlence, the

State will pay the Contractor the following amounts;

provided that in ng event will fotat payments exceed the

amount payable to the Contracter If the Contract had been
fully performed:

(i} The Confract price for Deliverables or servipes
accepted or ratained by the State and not previousty
pald for, adjusted for any savings on freight and
other charges, and

(i) The total of:

A} The resscnable cosfs figurted in the
performance of the work terminated, Including
nifflat costs and preporatory  oxperises
alfocable thereto, but excluding any cost
atiributable o Deliverables or services paid or
1o be pald;

B The reasonable cost of sefling and paying
terminations  sefifenent proposals  under
terminated subconfracts that arg properly
chargeable fo the terminated porfion of the
Confract; and

€} Rezssonable storage, fransportation,
demobliization. unamodized overhead and
capial costs, and ofher costs reagenably
incurred: by the Confractor In windlng down
and terminating s work.

The Contractor will use generally accepled accounting

pringiples, ar acoaunting principles otherwise agread toIn

welting by the parties, and sound business practices in
clatermining ail cosls claimed, agreed to, or determined
under this clause.

23. TERNINATION FOR DEFALULT:

a}

&)

G}

4}

a)

The State may, subject to the clause titled ‘Force
Majaure" and to sub-section d) below, by wrilttsn notice of
default to the Gonlractor, terminate this Contract In whole
ar in part if the Contractor fails to:

i} Deliver the Daliverables or perform the services
within the time specified In the Contract ar any
amendment thereto;

W Make progress, so that the lack of progress
endangers performance of this Cantract; or

i) Perform any of the other provisians of this Contract,

The State's right o terminata this Confract under sub-

section a) above, may be exercised only If the faillure

constitutes a material breach of this Contract and If the

Contractor does not oure such fallure within the time

frarae stated in the Slate's oure notice, which In na svent

will be tass than fitleen (15} days, unless the Statement of

Work calls for a different period.

i the State lerminates this Contract in whols or in part

pursuant to this Sectior, it may acquire, under terms and

in the marmer the Buyer considers appropriate,

Deliverables or services simfiar to those terminated, and

the Contractor wilt be liable to the State for any excess

cosis for those Deliverables and services, including
without liritation cests thicd party vendors charge for

Manufacturing Materials (hut subject to the clauss entitied

“Limitation of Liability"), However, the Gontractor shall

continue the wark not terminated.

It the Contract is terminated for default, the State may

require the Conlracler ta transfer title, or in the case of

licensed Software, license, and deliver to the State, as
dirooted by the Buyer, any:

i} completed Deliverables,

fil} partially completed Daliverables, and,

{iii} subject to provislons of sub-section e} below,
Manufaetudng Materlals refated fo the terminated
partion of this Contract. Nothing In this sub-section
d) will be construed to grant the Siate rghts to
Peliverables that it would not have recelved had this
Contract been fully performed. Upen direction of the
Buyer, the Contractor shall also protect and preserve
property in ks pessesslon In which the State has an
Interest.

The State shall pay Contract price for completed

Daliverables delivered and accepted and items the State

requires the Contractor fo transfer under seclion {(d)

shove, Unless the Statement of Work calis for differsnt
procedures or requires no-charge dalivery of materials,
the Contractor and Buyer shall attempt to agree on the
amount of payment for Manufacturing Materials and other
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24,

25,

materials delivered and accepted by the State for the
protection and preservation of the property; provided that
where the Contractor has billed the Stale for any such
materials, no additionat charge will apply. Pailute toagree
wilt constitute 2 dispute undar the Disputes clause. The
State may withhold from these amounts any sum [{
datermines fo be necessary to protect the State agalnst
loss because of outstanding llens or claims of former llen
holders.

£} If, after termination, it is determined by a final decislon that
the Contractor was not in default, the rights and
obligations of the patties shall be the same a8 If tha
termination had been issusd for the cenvenlence ef the
Slate.

g} Both partles, State and Centragtor, upen any termination
for default, have a duly to mitigate the damages suffered
by it

h} The rights and remedies of the State n this clause are n
addition to any other rights and remedies provided by law
arunder this Contract, and are subject to the clause titled
imitation of Liability."

FORCE MAJEURE: Except for defaults of subgoniractors at
any tiar, the Confractor shalt not be liable for any excess costs
if tha faliure to perform the Condract avises from causes bayond
the contral and without the fault or negligence of the
Contractor, Examples of such causes include, but are not
limited to:

a) Acts of God or of the public enemy, and

b} Acls of the fedoral or State government in elther ifs

savereign or confractual capaciiy.

i the fallure to perform ls caused by the default of a
subcentracior at any tier, and i the cause of tha defaull Is
beyond the contrat of both the Contragtar and subcontractar,
andt without the fault or negligence of efther, the Contractor
shall not ke liable for any axcess costs far failure to perform.

RIGHTS AND REMEDIES OF STATE FOR DEFAULT:

al In the event any Deliversbles furnished or services
provided by the Contractor In the performience of the
Confraict should fall to conform fo the requitements
herein, or to the sample submifted by the Contractor, the
State may reject the samae, and it shalf bacome the dufy
of the Contractor o reclzim and remove the ltem promptly
or to corract the performancs of services, without expense
fo the State, and Immadiately replace alf such rejected
ftems with otfiers conforming fo the Confract.

by Inaddition to any ofhier rights and remedies the State may
have, (he Stafe may require the Contractor, at
Contractor's expense, fo ship Deliverables via air freight
or expedited routing fo avoid or minimize actual or
petential delay If the delay is the fault of the Contractor,

¢} In the event of tha termination of the Cantragt, either In
whole or in part, by reason of dafault or breach by the

Contractar, any loss or damage sustained by the State in
praguring any iters which the Centraclor agreed to
supply shall be barne and paid for by the Gontragtor (but
subject fo the clause enfiiled "Limitation of Liabily").

d) The State reserves the right to offset the reasanable cost
of all damages caused to the Siate against any
autstanding Invaices or ameunts owed to Contractor erto
make & clalvy agalnst the Cantracter therefore.

26. LIMITATION OF LJIABILITY:

a} Exceptas maybe otherwise approved by the Bepartment
of General Services Depuly Dirgetor, Procurement
Divislon or thelr deslgnes, Conlractor's labllity for
damagas fo the State for any cause whatsoever, and
regardiess of the form af aciion, whether In Conteact or in
tort, shalt be limited to the Purchase Prdge. For purposes
of this sub-section a), "Purchase Price” wil mean the
aggragate Contract price: except thal, with respect to- a
Contract under which muliiple purchase erders will be
ssued fe.g. a Master Agrasment or Mulliple Award
Schedule Contract), "Purchase Price” will mean the tofal

" price of the purchase order for the Deliverablefs) or
servicefs) that gave rise o the loss, such that Contractor
wilt have a separate lmitation of liability for each purchase

- arder.

b) The foregolng limitatlan of Hability shail nat apply @} to any
ablily uncler the Gerneral Provislons enilled
“Compliarce with Statutes and Regulations”; it} to ablfity
uncier the General Provisions entitied “Patent, Copytight,
and Trade Secret Indemnity" er fo any other Habllity
fincluding without limitation: indemnification obligations)
for infringemant of third party Intellecivual property rights;
{ill} 1o clalms arlsing under pravisions hereln calling for
indemaification for third parly ciaims against the State for
death, bodily infury to parsens or damage fo real or
tangible personal property cawsed by Contractor's
negligence or willfut misconduct: or (v} te-cosls or
attorney's feas that the State becomas entitied to recover
as & pravaillng party in-any actian, '

6} The State’s labllty for damages for any cause
whatsoavar, and regardless of the form of action, whether
in Contract or in tort, shall be limited to the Purchase
Price, as that term: i3 defined in subsection a} above.
Naothing hersin shall be construed to walve or limit the
Slate’s severelgn immunity or any other immuntty from
sult provided by law.

d)  Inno avent will either the Contractar or-the State be fiable
for cansaquantial, Ingldental, indirect, special, or punitive
damages, even if notifisation has been given as o the
pessibility of such damages, except () to the extent that
Cantractar's abliity for such damages is specifically set
forth in the Statement of Work or (i} to the extent that
Contractor's Hability for such damages atises out of sub-
saction b)), b){, or bi(iv) above.
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27.

28

29,

CONTRACTOR'’S LIABILITY FOR INJURY TO PERSONS
OR DAMAGE TO PROPERTY:

a} The Contractor shall be liable for damages arising out of
. Injury to the parson and/or damage to the propeity of the
State, amployaes of the State, persons designated by the
State for training, orany other parsonis}other than agents
or employees of the Conlracior, designated by the State
far any purpose, prer io, dwing, of subsequent te
delivery, installation, acceptance, and use of the
Raliverables either at the Conlractor's site or at the
State's place of business, provided that the injury or
damage was caused by the fault or nagligance of the:
Contractor.

b} The Contractor shall not be kable for damages arising out
of or caused by an alteration or an Attaghment not made
or Installed by the Gentractor, or for damage to allerations
or Attachments that may result from the normal operation
and maintenance of the Reliverables provided by the
Cantractor during the Contract.

INDEMNIFICATION; The Centractor agrees fo indemnify,
defend and save harmless the State, its offlcers, aganis and
employaes from any and alt third party clalms, cesis (including
withaut limitation reasonable attomeys' fags), and losaes dye
to the injury or death of any Individual, or the loss er damage
te any raal or tangible persanal property, resulting from the
willil misconduct or neghgent acts er emissions of the

Confractor or any of lts afflliates, agents, subcontractors,

employess, suppliers, or laborers furnishing ar supplying wok,

sarvices, maleddals, or supplies i connection with the
performance of this Contract. Such defense and payment will
be congliionat upon the follawing:

a) The State will notfy the Contracter of any such olaim: in
witting and tendaer the defense thereof within a reasonable
time; and

b} The Conteactor will have sole contref of the dafense of any
action an suoh clalm: and ali negotiations for s settterment
or compromise; provided that {)} when substantial
pringiples of govermmant or public law are Involved, when
iigation might create precedent affacting fulure Stale
operations or Hability, or whan invelvement of the State is
otherwise mandated by law. the State may participate In
such action at its own expenss with respect to allormeys’
fees and cosats thuk not lishility); @i} where a settlement
would knpose Labllity on the State, affect principles of
California govemment or public law, or impact the
authority of the Siate, the Department of General Services
will have the tght to approve or disapprove any
sefttement or compromise, which approval will ot
unreasonably be withheld of delayad; and (i) the State
will reasonably cooperale in the defense and In any
related settloment negotiations.

INVOICES: Unlgss otharwise specified, Involcas shall be sent
ta the address set forth hereih. Invalees shall be submitied in

30.

31.

3z,

33

34.

triplicate and shall Inolude the Centract number; release order
number (f applicable); tem number; vait price, extended ltem
price and invoice total amount. State sales tax andler use tax
shall be Hemizad separately and added {0 each involce as
applicable,

REQUIRED PAYMENT DATE: Payment will be made in
accordance with the provisions of the Californla Prompt
Payment Act, Gavernment Code Section 927 et. seq. Unless
expressly exempted by statite, the Act requires State agencles
to pay properly submitted, undisputed Invoices not more than
45 days after (i} the date of acceptance of Deliverables or
perfarmance of services; or (il) receipt of an undisputed
invoice, whichever is iater,

TAXES: Unless otherwise required by law, the State of
California is exempt from Faderal excise taxes. The State will
oniy pay for any State or local sales or use taxes on the
services randerad or Goods supplied to the State pursuant to
this Contract.

NEWLY MANUFACTURED GOOQDS: Al Goods fumished
under this Contract shalt be newly manufactured Goods or
cartified as new and warranted a5 new by the manufaciurer;
used or recenditioned Goods are prohibiled, unless olherwise
specified.

CONTRACT MODIFICATION: No amendment or variation of
the tenms of this Gontract shall be valick uniess made in-writing,
signed by the parties and approved as required. No ol
undarstanding ar agreament not incarporated in tha Conteact
i% binding on any of the parties.

CONFIDENTIALITY OF DATA: Afl financial, statistioal,
personal, technical and other data and information relating fo
the State's operation which are designated confidentiat by the
Slate and made avallable to the Cantragtorin order to carry qut
this Contract, or which become avalfable to the Contrastor in
careying out this Contract, shall be protected by the Confractor
from: unauthorized use and disclosura through the eheervance
of the same or more effective pracedural requiremants as are
applicable to the State. The identification of alf such
confidental data and information as well as the Siale's
procadural requirements for protection of such data and
information: from unauthorized use ang disclosurs shalt be
provided by the State In writing to the Contracter. If the
methods and precediures employed by tha Centractor for the
pretaction of the Contractor's data and Information are desmed
by the State to be adequate for the protection of the State's
confidentlal information, sueh methods and procedures may be
used, with the written consent of the Sltate, to carry out the
Intent of this paragraph. The Ceoniractor shall net be required
undar the provisions of this paragraph to keep canfidential any
daia or information which is or becomes publicly avallable, is
already rightfully In the Centeactor's possession without
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38,

36.

37.

abligation of confidentiality, is Independently developed by the
Contraglor outside the scope of this Centract, or Is rightfully
obtainad from third parties.

NEWS RELEASES: Unless otherwise exempled, news
releases, endorsements, advertising, and sodlal media content
pertaining to this Contract shalt not he made without prier
written approval of the Department of Genetat Services.

DOCUMENTATION

a} The Contractor agrees to provide to the Stals, at no
gharge, all Deocumentation as descrbed withln the
Statement of Wark, and updated versions thereof, which
are necessary or useful to the State In its use of the
Equipment or Software provided hereunder. The
Cantractor agrees to provide additional Documentation at
nrices not In excess of charges made by the Contractor to
its other customers for similar Documentation.

b} I the Contragtor ia unable to perform maintenance or the
Btate desires to perform Its own maintenance on
Equipment purchased under thls Contragt then upen
writen notice by the State the Contraclor will provide at
Contragtors then surrent rates and fees adeguate and
reasonable assistance lnchuding relevant Dosumentation
to allow the State to malntaln the Equipment based on
Contractor's methadology. The Contracter agrees that
the State may repraduce sush Documentation for s own
use In mainfaining the Equipment, I the Contraetar is
unable to perform maintenance, the Contractor agrees o
lisense any ether Contracior that the State may have
hired to maintain the Equipment to use the above noted
Documentation, The Blale agrees fo Inglude the
Contractor's copyright notice on any such Dogumantation
reproduced, n accordance with copyright Instructions to
be provided by the Contragtor,

RIGHTS IN WORK PRODUCT:

a) Al invenfions, discoveries, inteliectual property,
technical communications and records otiginated or
prepared by the Confractor pursuant to this Contract
ncluding pepers, reports, charts, computer programs,
and other Documentation or Improvements therelo, and
including Confractor's administrative communications
and records relating o this Contract (cellectively, the
“Wark Produet”), shall be Conlractors exclusive
property. The previsions of this sub-section &) may be
revised In a Staternent of Work.

b} Software and other materials developed ov otherwise
oblained by or for Contracter or its affiiates
independently of this Contract or applicable purchase
orger {*Pre-Existing Matarials") do not censtitute Work
Product, If the Conlractor creates dedvative warks of
Pra-Exlsting Materials, the slements of such derlvative
works craated pursuent to {his Contract constitute Work
Product, but other elements do not.  Nothing in this

38.

Section 37 wilk be conatrued to interfare with Gontraclor's
or ts affiiates’ ownership of Pre-Exisiing Malerlals.

¢} The Stale Wik have Gevemment Purpase Rights to the
Wark Product as Deliverable or delivered 1o the State
hereunder. “Government Purpese Rigbls™ are the
unlimited, irrevecabla, worldwide, parpetual, royaliy-free,
ron-exclusive rights and Hoenses to use. medify,
reprocuce, perform, release, display, create dativative
works  from, ang disclose the Work Product.
“‘Government Purpose Rights” also include the right to
release or disclose the Work Product autside the State
for any State govemment purpese and te authorize
recipients to use, modify, reproduce, perfonm, releass,
display, create derivative works from, and disclose the
Work Product for any State govermnment purpose. Such
reciplents of the Work Product may include, without
lmitation, State Contractors, Callfomnia  local
governments, the U.B. federal government, and the
State and local governments of other stales.
*Gavermnment Purpose Rights” da not Include any rights
te use, modify, reproduce, perform, release, display,
create derlvative works from, or disclose the Waork
Product far any commersial purpose.

oy The ideas, concepts, knaw-hew, o tachriques relating
{or data processing, developed durlng the cowrse of this
Cantrast by the Contracter or jointly by the Contractor
and the State may be usad by either party withaut
ebligation of netlce or accounting.

@) This Contract shafl ot preclude the Contractor from
developing materials ouiskie this Contract that are
compelitive, rraspective of their similadty to matedals
which might ba delivarad to the State pursuant te this
Centract.

SOFTWARE LICENSE: tinless atherwise specified in the

Statement of Wark, the Contrastor hereby grants to the Btale

and the State accepts from the Contractor, subject te the ferms

and condiflons of this Contract, a perpefual, frrevocable,

rayalty-frae, non-exclusive, license to use the Sofiware

Praducts. in this Contract thereinafier referred to as "Sofiware

Produats™,

a) The Stale may use the Software Products in the conduot
of ifs own business, and any division thereef

h) Thelicenas granted above authorized the State to use the
Software Products. in maching-readable form on the
Computer System located at the sliafs) specliied in the
Statement of Work. Sald Compuler System and its
assoclated unlis {collectively refarred to as CPU) are as
designated in the Statemant ef Work. If the deslgnated
CPU Iy inoperative due to malfunction, the license heraln
granted shall be temporartly extended to authotize the
State to use the Software Praducts, in machined-readable
forem, on any other State CRU untll the designated CRU s
retumesd to opgration,
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39,

40.

¢} By prior witten notice, the Stale may redesignate the
CPL In which the Software Products are to be used
provided that the redesignated CRU is substaniially
simifar in size and scale at no addltional cost. The
redesignation shall not be fimlied to the orlginal site and
vill be effective upon the date specified in the nofice of
redesignation.

d} Acceptance of Commaerclal Software tincluding third party
Software) and Custom Software will be govemed by the
tarms and conditions of this Contract.

PROTECTION OF PROPRIETARY SOFTWARE AND
OTHER PROPRIETARY DATA: The State agraes that all
material appropriately marked or ldentified In wiiling as
proprietary, and furnished hereunder ars provided for Stale's
excluslve use for the purposes of this Confract anly. All asuch
propeietary data shalt remain the property of the Contractor,
The Stale agraes to take all reasonable steps to insure that
such proprietary data are not disclosed to others, without prier
writtgn gonsent of the Contractor, sublect to the California
Public Records Act. The State will insure, prior to dispesing of
any media, thal any licensed materals contained thereon have
been erased or otharwise destroyed. The State agrees that i
will take appropriate action by Instruction, agreement or
otherwise with is employees or other persons pemmittad
access to licensed software and other proprietaty dafa to
sallsfy its obligations under this Contract with respeet to use,
copying, medification, praotection and security of proprietary
software and ather propretary data,

RIGHT TO COPY OR MODIFY:

a) Any Seftware Product provided by the Confractor in
maching-readable form reay be copled, inwhole or v part,
in printed ar machine-raadable form for use by the State
with the designated CPL), to perform one-time hanchmark
tests, far archival or emergency restart purposes, to
replace a wom copy, fo understand the contents of such
machine-teadable materdal, ar o modify the Software
Product as provided balow; provided, howevar, that ng
mare than the number of printact copias and machine-
readable coples as spacified In the Statarment of Work will
be In existence under this Contract at any Hime without
prior consent of the Contragtor, Buch gonsent shalk not
he unreasonably withheld by the Conteactar, The arlginal,
and any coples of the Software Produst, in whole or In
part, which are made hereunder shall be the property of
the Contractor.

b) The State may modify any non-parsonal computer Software
Produgt, in machine-reacable form, for s own yse and
merge it inte olher program material. Any portlon of the
Software Product Included In any merged pragram
matarial shall be used only on the deslgnated CPUs and
shall be subject to the terms and conditions of the
Confract,

41,

42,

43,

FUTURE RELEASES: Unless otherwise specifically provided
Ini the Contract, or the Statement of Work, I Improved varsions,
e.9.. patches, bug fixes, updafes or refeases, of any Software
Product are developed by the confractor, and are rade
avalfable to other foensees, they will be made available fo the
State at no addittonal cost only if such are made avaltable to
athrer icenseas at no addiional cost, If the Contractor offers
new versions or upgrades fo the Software Product, they shall
be made avaffable to the State at the State’s option at & price
not greater than the Confract price plus a price morease
praportionate to the Increase from the =t price of the original
version fo that of the new versfon, i any. If the Software
Product has no list price, such price increase will be
proportionate to the increase in average price from the original
ter the: new version, if any, as estimated by the Conteactor in
geiod faith. .

.ENCRYPTION/CPU ID AUTHORIZATION CODES:

af When Encryption/CPU [dentification (1D} authorzation
cades are racrired to operate the Software Praducis, the
Contracter will provide alt codes to the State with delivery
of the Seftware.

B  In case of an Inoperative CPE, the Contracter will provide
a temporary sncryption/CPU ID autharization code to the
State for use on & tampaorarly authorized CPU watll the
designated CPU s returned to operation.

¢} When chianges i designated CPUs ocour, the State will
oty the Confractor vie telepbone sndfor facsimilafe-
it of such change. Upan roceipt of such notice, the
Contractor will issue viz telephone and/or facsimiiefe-
realt to the State within: 24 hours, & temporary encryption
IE} autharization code for use on the newly designated
CPU undil such fime as permanent codes (s assigned.

PATENT, COPYRIGHT AND TRADE SECRET INDEMNITY:

a} Contractor will indernify, defend, and: save harmless the
State, Uis officers, agents, and employees, from any and
alt third party claims, ceosts {Including without Himitation
raasenable atiorneys” fees), and losses for infringemant
or victation of any L8, Intellectual Property Right by any
product or service provided hereunder, With respect to
clalms arsing from compuler Hardware or Software
reanufactured by a third parly and sold by Contractor ag
a ressller, Confeaotor wilt pass through o the State such
indemnity righls as i recelves from such third parly ¢ Third
Party Qbligation'} and will cooperate in enforging them;
provided that if the third party manufacturer fails te honar
the Third Party Qbligatlon, Cantracior will provide the
State with Indemnity protection equal to that callad for by
the Third Party Qbligation, but In no event greater than
that called for In the first sentence of this Section. The
provisions of the preceding sentenge apply only to third
party computer Hardware or Software sold as a distihet
unit and accepted hy the Stats,
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b

g}

Unless a Third Party Qhligation provides otherwise, the
defense and payment obligations sat forth in this Section
wilt be conditional upon the following:
§  The State will notify the Gontracter of any sueh claim
In writing ang tender the defense thereof within a

. reasonable time; and

i} The Oontractor will have sale control of the dafense of
any action en such clalm and all nagatiations for its
seltlement or compromise; provided that {a) when
substantial principles of government or public law are
Involved, when liWigation might creats precedent
affecting future State operations or liability, er when
involvement of the State is oiherwise mandated by
fav, the State may participate In such action atits own
expense with respect to attorneys’ fees and costs thut
not Uabiity); {b) where a seftlement would impose
ltabiity on the State, affect principles of Californla
govemment of public aw, or Impact the authorlty of
the State, the Department of General Services will
have the rght to approve or disapprove any
seftlemant or compromias, which approval will net
unreasonably ba withheld or delayed; and {c) the
State will reasonshly conperate in the defense and in
any refated settlement nagotiations,

Should the Deliverables, or the operation thereof,

beceme, or in the Contracior's opinien are likely fo

bacome, the subject of & claim of infringament or viclation
of a U.S. Intellectual Property Right, the State shall parmit
the Contracior at its eption and expanse either to prooure
for the State the right to centlnue using the Deliverables,
or to replace or modify the same so that they become
nos-infiinglng. 1 none of these options can reasonably
be taken, or If the use of such Deliverables by the Stale
shall be prevented by Injunclion, the Contractar agrees to
take back such Deliverables and make every reasonable
effort to assist the State I procuring substitute
Deliverables. I, In the sole oplnion of the Stale, the return
of such infringing Deliverables makes the retantion of
other Deliverables acquired from the Contractor under
this Contract Iropractical, the State shall then have the
aption of terminafing sueh Gontracts, or applicable
portions. thereof, without penaliy or termination charge.

The Contractor agrees to take back such Dsliverables

angd refund any sums the State has pald Contractor less

any reasonable amount for use or damage.

The Contractor shall have ne liabillty to the Siate under

any provision of this clause with respect to any clalm ef

patent, copyright or trade secret infringement which Is
hased upon;

() The combloation or uliization of Delivarables
furnished hereunder with Equipment, Software or
davices not made or furnished by the Centractar; or,

(ty The operation of Equipment fumished by the
Contractor under the cantrol of any Qperaling

d}

Software other than, or In additon to, the ourent
varsion of Centractor-supplied Qperating Software;
or
{#) The modification tnitfated by the State, or & third
parly at the State's direction, of any Deliverable
furnished hereunder; or
(v} The combination or uillization of Software furnished
hareunder with nen-Contractor supplied Software.
The Contractor certifies that it has appropriate systems
and controls In place to ensure that State funde will not be
usad in the perormance of this Conlract for the
acquisiion, operation or maintenance of computer
Software in violation of copyright laws.

44. DISPUTES:

a}

b}

The parties shall deal In geod faith and attempt to resalve
potential dispetes informally, If the dispute persists, the
Contractor shalf submit to the Department Director or
desighee a wetten demand for a final declsion regarding
the disposition of any dispute betwean the parties arising
uncier, related to or invalving this Contract, Contractor's
written demand shall be fully supporiad by factual
information, and i suoh demand Involves a cost
adjusiment to the Contract, Contractor shall include with
the demand a written statement signed by an autharized
person indicating that the demand Is made it geod faith,
that the supporting date are accurate and qomplete and
that the amount requested accurately refiects the
Contraot adjustment for which Contractor believes the
Stale is lizble. The contracting Department Divector or
designee shall have 30 days after recelpt of Contractor's
written demand Inveking this Sectiorn "Disputes” to render
a written decisian, If a witten decision is not rendered
within 30 days after recalpt of contractor’s demand, it shall
ba deemed & decision adverse fo the Contractar's
contention.  [f the Contractor is not satisfied with the
decision of the Depariment Director or dasignee, the
Contractor may appeal the decision, In writing, within 18
days of its Issuancs (or the expiration of the 30 day peried
in the event ng decision Is rendered by the centraciing
department), to the Deparment of Gengral Services,
Daputy Disactar, Procurement Division, wha shalt have 45
days to render a final declsion. I the Contractor does not
sppest the decision of the coniracting Department
Directar or designes, the declsion shall be conclusive and
hinding regarding the dispute and the Cantrastor shall be
bared frem commencing an action in court, or with the
Vigtims Compensation Gavernment Claims Board, for
faliuee to extaust Contractor's agminisirative ramedies,

Fending the fina! resalution of any dispute arlsing under,
retated to orinvolving this Contract, Contrastor agrees to
ditigently progeed with the perfarmance of this Contract,
including the delivery of Goods ar praviding of services in
accordance with the State's Instructions regardlag this
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Gantract, Confractors failure to diligently proceed In
accordance with the State’s Instructions regarding this
Contract shall be considered a matertal breach of this
Canteact,

g} Anyifinal decision of the State shall be expressly identifled
ag such, shalf be I wiiting, ang shall ba signed by the
Peputy Director, Procurement Divislan if an appeal was
made. if the Beputy Director, Precurement Division falls
to render a finat decision within 45 days after receipt of
Contractor's demand, It shalt be deerned a final decision
adverse to Contractors contentions. The State's final
decislon shall be conclusive and binding regarding the
dispute unfess Confractor cormmenaes an action ina court
of compatent jurigdiction to conlest such desision within
90 days foliowing the date of the final declsion orone {1)
year following the acerual of the cause of aclien,
whichever is [ater,

d} For disputes Dwoling purchases made hy the
Department of General Servigss, Precurement Division,
the Cantractor shall submit to the Pepariment Director or
designee awritten demand for a final dedision, which shalt
be fully supported in the manner described in the
subsection & above., The Raparment Director or
designes shall have 30 days to render a final declsion. If
afinal decision s not renderad within: 30 days afterreceipt
of the Contractor's demand, it shall be deemed a final
dacision advarse to the Contractor's contention, The final
dacision shalt be conclusive and binding regarding the
dispute untess the Contractor commences an action n a
court of competent Jurlsdiction to contest sugh dacision
within 90 days following the date of the finai declsion or
one (1) year following the acoruak of the cause of action,
whichever is later, The dates of decision and appeal in
this section may be modified by mitual consent, as
apphesble, excepting the time fo commence an action in
& court of competent jurisdiction.

45, STOP WORK:

ay The Siate may, at any time, by written Stop Waork Order
te the Contractor, require the Confragtor to stop all, orany
part, of the work calted for by this Contract for a perled up
1o 45 days after the Stop Werk Qrder Is deliverad to the
Conteactar, and for any further period te which the parfles
may agree. The Stop Work Order shall be specifically
Identified as such and shalt Indlcate It is issued under this
clause, Upon receipt of the Stop Wark Order, the
Contractor shalt Immadiately comply with its terms and
take all reasonable steps o minimize the Ingurrence of
cosis allocable to the wark covered by the Stop Wark
Qrder during the paried of work stoppage. Within a perioad
of 45 days after a Stop Wark Qeder is delivared to the
Contractor, or within any extension of that perlod te which
tha parties shall have agreed, tha State shall elther:
() Cansel the Stop Wark Order; or

46.

47.

i Terminate the work covered by the Stop Work Ordar
as pravided for In the termination for default or the
termination for convenience clause of this Contract.

b} i a 3top Waork Qrder lssusd under this clause is canceled
or the periad of the Stop Work Qrder or any extenston
thereof expires, the Conbracter shall resume work, The

State shalt make an equitable adjustment in the delivery

schedule, the Cantract price, or hoth, and the Contract

shall be modified, I writing, accordingly, If:

{f) The Stop Werk Qrder resulis n an Ihorease In the
time raguired for, ar in the Contractor's cost properiy
aliocable te the performange of any part of this
Contract; and

(1} The Contracior asserts ifs rFght to an equiteble
agjusiment within 60 days afier the end of the periag
of wark stoppage: provided, that if the State dacides
the facts justify the action, the State may receive and
act upan a proposal submifted at any time before
final payment undar this Gontract,

oy faStop Waork Qrder ks not canceled and the work coverad
by the Stop Work Order is terminated in accordance with
the provision entitted Termination for the Convenience of
the State, the Siate shall aliow reasenable cosis reaulting
from the: Stop Werk Qrdar in arrdving at the temmination
seltlemeant.

¢} The State shall not be Hable to the Conlractor for loss of
prefita because of a Stop Werk Order issusd under this
clausa,

EXAMINATION AND AUDIT: Contraglor agrees that the
State, ar its deslgnated representative shall have the right to.
egviow and copy any records and supperiing documentation
pertaining to performance of this Contract. The Contracter
agrees to mainiain such regords for possible audit for a
minimum of three (3) years after final payment, unless a longer
perlod of racords retention is stipulated. The Cantractor agrees
to allow the auditor(s} access to such records duting normal
business hours and in sugh @ manner se as to not interfere
unreasonably with noymal busingss activities and to aliow
interviews of any employees or athars who might reasonably
have information related to such records. Further, Contractor
agreas o include & simiar right of the Stats to audit records
and Indarview staff in any subcontract related to performance
of this Confract. The State shall provide reasenable advance
written notice of such audit{s) to the Gontracter,

FOLLOW-ON CONTRACTS;

a} If the Contractor or its affiliates provides Technical

Consulting and Direction (as defined below), the

Cantractor and s affiliates:

) wilt not be awarded a subsequent Contract to supply
the service ar system, or any slgnificant component
thereef, that s used for or in connacilon with any
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&

. subject of such Technieal Consulting and Direction;
ang

@) wilk not act as consultant to any person oF antity that
does recelve a Contract described in sub-seetion ().
This probibition wilt continue for one €1) year after
termination of this Contract ar completion of the
Tachnical Consuling and Direction. whichever
comes later,

“Fachnical Consulting and: Direction” means services for

which the Caontractar recelved compensation from the

State and Includes:

) developmant of or assistance in the development of
work statements, specifications, solicitations, or
feaslbiity studies;

iy development ar design of test requirements;

fi} evaluation of test data;

(v} direction of or evaluation of anather Contractor;

(v} provision of formal recommendations: ragarding the
acquisition of Information Technology products or
services; or

{vi} provisions of formal recommendations regarding any
of the above. For pwiposes of this Seotion,
“gffilates” are employess, directors, partners, joint
venture  participants,  parent  corporations,
subsidiaries, or any other enlity controlled by,
controlling, or uncer common contral with the
Confractor, Controt exists when an entity owns or
directs more than fifty percent (80%) of the
gutstanding shares. or securlies representing the
right 1o vote for the slectien of dirsctors or other
managing authorlty,

To the extent permissible by law, the Direetor of the
Department of General Services, or designee, may walve
the restrictions set forth Ia this Section by wilten nolice to
the Contractor if the Director determings thelr spplication
wetild not be in the State's best interest. Except as
prohibited by law, the restrictions of this. Section wilt not
apply:

i} fo follow-on advica given by vendors of commercial
off-the-shelf products, inclucing Software and
Hardware, on the eperation, {ntegration, repair, or
maintenance of such products after sale; or

() where the Stale has enteréd Inle 2 waster
agreament for Software or services and the scope of
wark at the tme of Contract execufion expressly
calls for future recommendations among the
Contragiot's own pradusts,

The restriclions set farth in this Section are in addition to

conflict of interest restrictions Imposed on  public

Contractars by California law (“Conflict Laws"). fa the’

event of any inconsistency, such Cenflict Laws override
the provisions of this Secilon, even if enacted after
execution of this Contract,

48.

49,

50.

PRIORITY HIRING CONSIDERATIONS: [f this Contract
includes services in excess of $200,000, the Contractor shall
ghe pricrity consideration in filling vacancies in positions
funded by the Conlract to gqualified reciplents of ald under
Welfars and Institutions Code Saction 11200 in accardance
with PCC Section 10353,

COVENANT AGAINST GRATUITIES: The Contraclor
warrants that ne gratuiies (n the form of entedainment, gifts,
or otherwise) were offered or given by the Centractor, or any
agent or repraseniative of the Contracter, to any officer or
employea of the State with & view taward seouring the Conlract
or sacurlng favorable trestment with respect to any
detenminations congerning the performance of the Contraet,
For breach ar viclation of this warranty, the State shall have the
fight to terminate the Gentract, either in whole or In part, and
any lass or damage sustainad by the State in procuring on the
open market any items which Gontracter agreed to-supply shalt
be bome and pald far by the Contractor, The rights and
remedios of the State provided in this clause shall net be
axclusive and are in addition to any other rights and remedles
provided by faw er in aquity.

NONDISCRIMINATION CLAUSE:

a) Buring the performance of this Contract, the Contractor
and Its subsantractors shall not unfawfully discriminate,
harass or aliow harassment, against any employes or
applicant for employment because of sex, sexual
crigntation, race, colar, ancestry, religlous cread; national
origin, disability {including HIV and ARSI} medical
condition fcancer), ags, marital status, and denial of
family care leave. The Contraglor and subcontractors
shall insure that the evaluation and treatment of thelr
enployaes and applicants for employment ars free from
such disctiimination and harassment. The Contractor and
subcantracters shall comply with the provisions of the Fair
Employment and Houslng Act (Gavernment Code,
Saeclion 12090 et seq.) and the applicable regulations
pramulgated thereundse (California Code of Regulations,
Title 2, Section 7286.0 ot seq) The applicable

Cormyrission implementing Government Code Sectien
12990 {a-f), set farth in Chapter & of Division 4 of Title 2
of the Callfornia Code of Regulations are Incorporated
into this Conlragt by refarence and made a part heraof as
if set forth in full, The Gontractor and its subcentractars
shall give written notice of their obligations under this
clause to lebor organizations with which they have a
callective bargaining or othar agreement,

by The Contracior shall includa the nondiscrimination and
compliance provisions of this clause in all subconiracts ta
perform: work under the Contract,
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51.

52,

53.

NATIONAL LABOR RELATIONS BOARD CERTIFICATION:
The Contractor swears under penalty of patjury that no mare
than ane final, unappealable finding of contempt of court by &
federal cowrt has been lssued against the Coatractor within the
immediately preceding two-yesr period because of ihe
Contractor's fallure to comply with an erder of the Nalionat
Labor Relations Bearst, This provislon is regulred: by, and shalt
be construed in accordance with, POC Bectlon 10296,

ASSIGNMENT OF ANTITRUST ACTIONS: Pursuant to
Government Code Sections 4852, 4583, and 48554, the
following provisions ara incorporated hereln:

a} Insubmitiing an offer to the State, the supplisr offers and
agrees that If the offer is acoepted, It will assign to the
State alt vights, ilite, and Inerest in and to ali causes of
actien i may have under Saction 4 of the Clayton Act (15
WB.C. 18) or under the Cartwight Act (Chapter 2,
eammencing with Section 18706, of Part 2 of Division 7 of
the Business and Profassions Cods), arsing from
purchases of Goods, mataral or other itlems, or services
by the supplier for sale to the State pursuant to the
solicitation. Such assignment shall be made and become
effective at the time the State tenders fingl payment to the
supplige.

b} H ihe BHiate recelves, either through judgment or
aettiement, a maonetary recovery for a cause of aclion
assignad under this chapter, the assignar shall he enfitted
tor recelve relebursement for aciual legal costs Incurred
and may, upon demand, recover from the State any
portlon of the recovery, Including treble damagss,
attibutable to overcharges that were pald by the assignor
but were nof paid by the State as part of the offer prigs,
less the sxpenses incwrrad In ablaining that portion of the
racovery,

¢} Upon demand in wiiling by the assigner, the assignes
shall, within one year from such demand. reassign the
cause of action assigned under this part if the assignor
hag been or may have been injured by the viclation of law
for which the cause of action arase and
{} the assignes has not been injured thereby, or
(i} the assignee daclines to file a court action for the

causs of action,

DRUG-FREE WORKPLACE CERTIFICATION: The

Contractor certifles under penalty of perjury undar the faws of

the State of Callfornia that the Contractor will compty with the

requirements of the Drug-Frae Warkplace Act of 1990

{Government Code Section 8380 et seq.} and will provide a

drug-free workplace by taking the following actlons:

a} Publish a statement nofifying employees that unlawiul
manufacture, distibution, dispensation, possession, er
use of a controlied substance la prohibited and specifing
actlons to be taken agalnst employees for violations, as
required by Government Code Sectlon 8355(a).

54,

§5.

b} Establish a Diug-Free Awareness Program ae requirad by
Government Cade Saction 8355(p) o [nform employees
about alt of the following:

G} the dangers of drug abuse in the workplace;

{ii} the peraon's or organization's policy of maintaining a
drug-free workplace;

{ii} any avallable counseling, rehabliitation and
employee assistance programs; and,

{iv} penalties that may be Imposed upon employess for
drug abuse violations.

¢} Provide, as required by Government Code Section
8355(c), that evary employee who works on the proposed
or restitling Cantrach:

& will recelve a copy of the company's drug-free policy
statemant; and,

(i} wili agres to abide by the terms of the company's
statement as a condiflon of employment on the
Contract.

FOUR-DIGIT DATE COMPLIANCE: Contractor warrants that
it will provide only Four-Digit Date Compliant (as defined
below) Deliverables and/or services to the State. “Four Digit
Date Compliant” Deliverables and services can accurately
precess, calculate, compare, and sequence date data,
including without limitation date data arising out of or relating
to leap vears and changes in centuries. This warranty and
representation i subjest te the warranty terms and conditions
of this Centract and dees not imit the generality of warranty
obligations set forth elsewhers here.

SWEATFREE CODE OF CONDUCT:

@ Contractor declares under penalty of pevury that no
equipment, maltarialg, or supplies furnished to the State
pursuant te the Ceontract have besn produced in whole or
i part by sweatshop labor, foreed labor, conviet fabar,
indentured labor under penal sanctior, abusive forms of
ehild labor or exploltation of children in sweatshap laboar,
ar with the benefit of sweatshup labor, forced labor,
convict labar, Indentured labor under penal sangtion,
abusive forms: of chiid labor or expleltation of ehifdren in
sweatshop labor. Contractar further declares under
penslity of pagury that they adhere to the Swaalfres Cade
of Gondyot as set forth on the Califomia Departent of
Ingdustrial Relations wabsite located at www.dir.ca.gov
and Publie Contragt Code Sestion 6108,

b) Contragtor agrees 1o cooperate fully In providing
reasonable access to Hs records, documents, agents or
amployess, or premises If reasonsbly required by
authorizad officials of the Stats, the Department of
industrial Refations, or the Depariment of Justice to
determing Contractor's compliance with the requirements
under paragraph {a).
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56.

57.

68.

59.

60.

RECYCLED CONTENT REQUIREMENTS: The Contractor
shall eartify In welilng under penalfy of pardury, the minimurs, if
not exact, percantage of postoonsumer matedat as defined in
the Public Contract Code (PCC) Section 12200-12209, In
products, materdats, goods, or supplias offered or sold to the
State that fall under any of the statutory calegaries regardless
of whether the product meels the requirements of Section
12209, The certification shalt be provided by the confracter,
even if the produet or good contalng no poatconsumer recycled
material, and even if the pastconsumer content is unknown.
With respact fo prnter or duplication cartridges that comply
with the requirements: of Section 12186(e), the certification
raquired by this subdivision shall specify that the cartridges so
camply (PCC 12205 (h¥2)). A state agency contracting officar
may waive the certification requirements if the percentage of
posteanaumer matedal in the products, materlals, goods, or
supplies can be verified in 2 witten advertisement, (ncluding,
but nat limited to, a produet label, a catalog, or & manufacturer
or vendor ntermet web site. Condractors are to use, lo the
maximem extent economizally feasible in the performance of
the cantract work, recyeled content praducts (RCG 12203¢d).

CHILD SUPPORT COMPLIANCE ACT: For any Contract in
excess of $100,000, the Centactor acknowledges In
accordance with PCG Secllon 7110, that:

a) The Gentractor recognizes the imporance of child and
family support obligations and shalt fully comply with all
applicable State and federal laws relating to ohild and
famlly support enforcement, including, but not limited fo,
disclosure of information and compliance with earnings
assignment orders, as provided in Chapler 8
fcommencing with Section 8200} of Part § of Division 9 of
the Family Code; and

b} The Centraclor, to the hest of ils. knowledge is fully
complying with the earnings assignment orders of all
employeas and Is providing the rames of all new
employees to the New Hire Registry maintalned by the
Callfornia Employment Developmant Department.

AMERICAN WITH DISABILITIES ACT: The Contractor
assures the State that the Contractor complies with the
Americans with Disabilities Act of 1990 (42 U.5.C. 12101 ot
886.) '

ELECTRONIC WASTE RECYCLING ACT OF 2003: The
Contracter certiffas that it complies with the applicable
raquirements of the Electronlc Waste Recycling Act of 2008,
Chapter 8.8, Part 3 of Division 30, commencing with Seclion
42480 of the Public Resaurces Code. The Cenfragtor shall
maintain dogumentation and provide reasonable access fo lis
racords and doouments that evidance compliance.

USE TAX COLLECTION: In agcordance with PCG Section
10205.1, the Caontractor ceriifies that it complies with the

61.

62,

63.

64,

recetirements of Section 7101 of the Revenue and Taxation
Cade. Contractor further cerlifies that it wilt immediately adviss
the State of any change In lts retaller's seller's permit or
cortification of registration or applicable affillate’s selier's
permit or certificate of registration as described In subdivision
{a} of PCC Sectlon 10298.1.

EXPATRIATE CORPORATIONS: Cantractor hereby declares
that it is nat an expatriate corporation or subsidisry of an
expatriate corporation within the meaning of PCC Seclions
10286 and 10288.1, and Is eligible to Centract with the State.

DOMESTIC PARTNERS: For Contracts over $100,000
exaculed or amendes after January 1, 2007, the Condractor
coriifies that the Contractor i3 In compliance with Publie
Contract Qade Sactlon 10295.3.

SMALL BUSINESS PARTICIPATION AND DVBE

PARTICIPATION REPORTING REQUIREMENTS:

a) If for this Contract the Contractor made a commitment to
achleve small business perticlpation, then Contractor
must withln 60 days of receiving final payment undar this
Contract for within such ather time perlod as may be
specified elsewhere In this Contract} report to the
awarding department the acluat percentage of smalt
business participation that was achieved. (Gevt. Code §
14841.)

by I for this Centract Contracltor made a2 commitment to
achieve disabled veteran business anterprse (DVBE)
participation, then Contractor must within 80 days of
recelving final payment under this Contract (or within such
ather Gme period as may be specified elsewhere In this
Contract) carlify In a report to the awarding department:
€1} the totat amount the prime Centractor racelved undet
the Contract; (2) the name and address of the DVBE(s)
that participated in the perfermance of the Contract; {3}
the amount each EVBE received from the piime
Contractor; (4) that alt payments upder the Contract have
been made to the DVBE; and () the actuat percentage of
DVBE participation that was achigved. A person or enilty
that knowlingly provides false infarmation shall be subject
to a civit penalty for cach viplation. (MiE & Vets. Code §
299.5(d); Gavt. Code § 14841.)

LOSS LEADER: K is uniawfut for any parson engaged in
business within this state in sell or use any articte or product
as & 'loss leader® as defined in Section 17030 of tha Business
and Professions Code. (PCC 12104.8(b}.).

ADDITIONAL CMAS TERMS AND CONDITIONS

65,

CMAS -- CONTRACTOR’'S LICENSE REQUIREMENTS:

Contracts that inciude Instaltation or the wording *Furnish and
tnstalt” require at the time of Conteact award that Contractors
possess a valid California State Contractor's Llcense. i sub-
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66.

Contractors are used, they must also possags a valld Californla
Btate Contraclor's License. All businesses which construct or
alter any bullding, highway. road, parking faclity, raliroad,
axcavation, or other struoture in California must be lcensad by
the Califormin Slate License Board (CSLB) K the total cost
{abor and materials) of the project is $560.00 or more. Fallure
te be licensed ar te keep the license current and in good
standing shall be graunds for Caniract revocation.

CMAS - PUBLIC WORKS REQUIREMENTS
(LABOR/INSTALLATION):

a)

b)

o)

d)

Prior to the commaencement of performance, ihe
Contractor must obtain and provide io the Stats, a
payment bond, on Standard Form 807, when the Goniract
Involves a public werks expenditure daborinstaliation
costs) in excesy of $5,000. Buch bond shall be In a sum
net less than one hundrad parcent {100%) ofthe Confract
prieg.

In accordance with the provisions of Saction 1773 of the
Califoriz Labior Code, the Contractor shall, conform ang
stipulates to the generat prevailing rate of wages,
including employer benefits as defined in Sectlan 1773.1

-of the Califoria Labar Code, applicable to the classes of

lzbar to be used for public works such as et the delivery

site for the assembly and instalfation of the squipment or

rateriale under the purchase arder. Pursuant to Section

1770 of the California Labor Gods, the Departmant of

Industrial  Relations has  ascertalned the gensrat

prevalling rate of wages (nthe county inrwhich the wark is

to be done, to be as listed in the bookfat entitted Generat

Prevailing Wage Rates, The booklet Is campiled moenthly

and coples of the same arg available from the Department

of Industrial Relafions, Prevailing Wage Unlt at

ywww.dleca.gov (aelect Statistics & Research) or (415)

T03-4774. The booklet Is required to be posted at the job

site. )

The Contractar hereby certifies by signing this Centraet

that:

i} Cenfractor has met or will camply with the standards
of affirmative compliance with  the Nan-
Disgrimination.  Clause Requirements  includead
hareln;

i} Contractoris aware of the provisions of Section 3700
of the Labor Coda that require svery emplayer to be
Insured agalnst liabllity for workmen's compensation
ar to underiake selkinsurance in accordance with
the provisions of that Code, and Confractor wilt
comply with such provisiens hefore commencing the
performance of the work of the purchase order,

Laws to he Observec

} Lkabor

Pursuant to- Section 1775 of the California Laber Code
the Contracter shall, 83 a penalty to the State or
Politioal subdivision on whose behalf the purchase
order Is made or awarded, forfeil not more than fifty

(550.00} for each calendar day, or partions thereof, for
each waorker paid by him or subcontractor under him,
less than the prevalling wage so stipulated; and In
addition, the Contractor further agrees to pay to each
workman the difference between the actual amount
paid for each calendar day, or portions thareef, and
the stiputated prevalling wage rate for the same, This
pravision shall not apply to propery Indentured
apprentices,
Fursuant to Sectlons 1810-1816 of the Califomia
Laber Code, Inclusive, it is further agreed that the
raaximum houes a waorker is to be employedt is lmited
to elght hours a day and forly hours a week and the
Contractor shall forfelt, a3 a penalty to the State,
twenty-five {528} for each worker employed in the
axecution of the purchase order for each oslendar day
during which a workman is required or permitted to
labor more than eight hours In any ealendar day or
more than forty hours In any calendar week, in
viglation of California Labor Code Sections 1810-
1818, inclusive,

i} Worket's Compensation Insurance

© The Contractar will be required to secura the paymaent
of compensation to ks employaes in accordances with
the provisions of Lahor Gode Seotion 3700.

i} Travel and Subsistence Payments
Travel and subsistence payments shall be pald to
each worker needed to execute the work, as such
travel and subsistence paymants are defined in the
appllcable collective bargaining agreements filed in
accordance with Labor Cade Seclion 1773.8.

v} Apprentices
Special attention g directed to Sections 1777.5,
17F7.6, and 1777.7 of the Califomia Laber Code and
Title 8, California Administrative Code Section 200 et
seq. Each Contractor andfor suhcontractor must,
prior te commaencemsni of the public works
Contract/purchase order, contact the Divislon of
Apprenticeship Standards, 525 Golden Gate Averus,
Ban Franglsce, CA, or ane of Its branch officas to
insura compliance and complete understanding of the
law regarding appreotices and specifically the
required ratic  thereunder, Responsibility  for
compliance with this section lies with the prime
Contractor,

¥} Payrell
The Contractor shalt keep an accurate payroll record
shewing the name, soclal security accaunt, and work
classification specific and stralght tme and overtime
hours worked by each employes. A cerlified capy of
the employes's payroll record shall be avallable for
nspaction as specified in Sectlon 1778 of the
California Labor Cade.
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67.

68,

69.

70.

CMAS -- TERMINATION OF CMAS CONTRACT:

a) The State may terminate this CMAS Gonlract at any time
upen 30 days prior wiitten netics.

b IF the Confractor's GSA Multiple Award Schedule is
tarminated within the term of the CMAS Contract, the
CMAS Contract shall also be considered terminated on
the same date.

¢} Pror to the expiration of this CMAS Contract, this
Contract may be terminated for the convenience of both
parties by mutual consent,

¢y This provision shall not relieve the Contractor of the
abligation to perform: under any purchase order or ofher
similar ordering document executed prior to the
termination becoming effective.

CMAS -- CONTRACT AMOUNT: There ls no guarantee of
minireum: purchass of Contractor's products or services by the
Slate.

CMAS -- Debarment Certification (Federally Funded
Contracts): When Federat funds. are belng expended, the
prospective reslplent of Faderal asaistance funds ks raquired to
cartify to the Buyer, that neither it nor its principals are
presently debamed, suspended, proposed for debarment,
daslared ineligihte, or voluntarily excluded from participation in
this transaction by any Federat departmeant or agency.

CMAS -- PURCHASE ORDERS FUNDED IN WHOLE OR

PART BY THE FEDERAL GOVERNMENT: All Contracis

{ncluding individual orders), except far State eonstruction

projects, which are fundad in whole ar In part by the federal

government may be canceled with 30 day notice, and are
stbject to the following:

a)  Itis mubuslly understood between the parties that this
Contract (order] may have been writlen before
ascerfalning the avallability of congressional
appropriation of furds, for the mutugl benefit of both

partias, In arder to.avaid prograre and fiscal delays which .

would occur If the Contract {order) were exacuted after
that detarmination was made. .

b} This Conlract (order) is valid and enforceable only i
sufficient funds are made available to the State by the
United Statas Government {or the fiscal year durlng which
{he order was generated for the purposes of this pragram.
in addition, thie Contract {(order) is subject to any
addittonal restrictions, limitations, or condltions: enacted
by the Gongress or any statule enacted by the Congress
that may affect the provisions, terms ar funding of this
Contract (order) in any manner,

o U Is mutually agreed that if the Congress does not
appropdate sufficient funds for the program, this Contract
{order) shall be amenderd to refleet any reduction in funds.
The depariment has the option to void the Conlract
{orcter) under the 30-day canceliation clause or o amend
the Contract to reflect any reduction of funds.

1.

72,

73.

CMAS -- CONFLICT OF INTEREST:
&) Current State Employees (Public Contract Code Section
10410)
i} No officer or employaa shall engage In any
employment, activily or enterprise from which the
officer er employee recelves compensation or has g
financhal interest and which is sponsored er funded by
any Slate agancy, untess the employment, activity or
enterprise is tequired as a condition of regular State
employment.
i) Ne officer or employee shalt Contract on his or her
own: behalf as an Independent Contractar with any
&tate agency to pravide Goods or services.

by Former State Bmployess (Public Confract Code Section
1a411):

i} For the two-year peried from the date he or she left
State employment, no former Siate officer or
employse may enter Into & Contractin which he orshe
engaged in any of the negotistions, transactions,
planning, arrangements or any part of the decision-
making process relevant to the Contract while
employed In any capaclty by any State agenay.

W For the twelve-month peried from the date he or she
laft State employment, no former State officer or
employes may enter into a Contract with any State
agency if he or she was employed by that Stale
agency In @ policy-making posiion in the same
generat subject area as the proposed Contract within
the twelve-month periad prior to his or her leaving
Siate service.

CMAS -- SUBCONTRACTING REQUIREMENTS:

Any subcontractor that the CMAS supplier chaoses to use in
fulfiling the requirements of this Gontract torder), and which:is
expected fo recelve more than tan {10) percent of value of the
Confractfpurchase order, must alse meet all Contractual,
administrative, and technical requiremsents of the Contract
{order), as applicable,

CMAS -- RENTAL AGREEMENTS:

The State does not agree fo.

+  Indemanify a Contractor;

+  Assume responsiblity for matters bayond [ts control;

»  Agrae to make paymants In advance;

«  Agcaept any other provision creating & contingent llabliity
againgt the State; or

«  Agree ta cbtain insurance to protect the Gontractor,

The State's responsibility for rapalrs and lkability for damage or

loss is restricted to thet made necessary by or resuliing from

fhe negligent act or omission of the Slate or iis officers,

amplayees, ar agsnis.
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74.

75.

76.

77.

i the Contrastor maintaing the equipment, the Centractar must
keop the equipment in gaod working order and make all
necgssary repalrs and adjustments without qualification. The
State may terminate for default or coase paying rent should the
Contractor fail to maintain the aguipment pragerly.

Parsonal property taxes are not generally relmbursed when
leasing equipment {(SAN 8736).

CMAS -- LEASE (Lease $Mart ™): [f an agenoy desires to
lease through Lease $Mart ™, the Contractar agrees to selt te
lessor the assels at the same price as they agree to sell to the
State.

CMAS -- PROGRESS PAYMENTS & RISK ASSESSMENT:
In accordanca with PCC 12112 agendies are required to
withhold not less than 10 percent of the Contract price untlt final
delivery and acceptance of the Goods or sarvices, for any
Cantract that provides for pragress payments in a Contract for
It Goods or services to be manufactured or performed by a.
Contractor especially for the State and not suitable for sate to
otfwers in the ordinary eouese of tha Contractor’s business.

Interi: Risk Assessment guidelings and financlal protection
measures are detailed in PCC 12112 for agencles to use to
detarmine thelr applicability to agency projeats,

CMAS -- QUARTERLY REPORTS: Contractors are required
te submit quarterly business activity reperts, as specified in this
Contract, even when there s no aclivity. A separate report ls
required for gach Coniract, as differsntlated by alpha suffix.

CMAS ~ CONTRACTOR EVALUATION: |n accordance with
PCC 10367 and 10389, performance of the Centractor under
orders issued against this Confract will be evaluated, The
ardaring agency shall complete a written evaluation, ang if the
Cantractor did not safisfactorily perform the werk specified, a
capy of the evaluation wilt be sent to the DGS, Office of Legal
Barvices,
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CALIFORNIA MULTIPLE AWARD SCHEDULES (CMAS)
STATE MODEL
CLOUD COMPUTING SERVICES SPECIAL PROVISIONS
(Software as a Service)

THESE SPECIAL PROVISIONS ARE ONLY TO BE USED FOR SOFTWARE AS A SERVICE (SaaS), AS DEFINED BELOW.
THESE SPECIAL PROVISIONS ARE TO BE ATTACHED TO THE GENERAL PROVISIONS - INFORMATION TECHNOLOGY
AND SHOULD BE ACCOMPANIED BY, A STATEMENT OF WORK (SOW) AND SERVICE LEVEL AGREEMENT {SLA).
SECURITY REQUIREMENTS DESIGNATED IN THIS DOCUMENT ARE ASSUMING A NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY (NIST) LOW CLASSIFICATION, UNLESS OTHERWISE SET FORTH IN THE SOW. A
HIGHER CLASSIFICATION MAY REQUIRE DIFFERENT SECURITY REQUIREMENTS. STATE AGENCIES MUST FIRST:

A
B.

o

CLASSIFY THEIR DATA PURSUANT TO THE CALIFORNIA STATE ADMINISTRATIVE MANUAL (SAM) 5305.5;
CONSIDER THE FACTORS TO BE TAKEN INTO ACCOUNT WHEN SELECTING A PARTICULAR
TECHNOLOGICAL APPROACH, IN ACCORDANCE WITH SAM 4981.1, 4983 AND 4983.1 AND THEN;

MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW AND/OR SLA TO MEET THE NEEDS OF EACH
ACQUISITION.

1. Definitions

a)

“Cloud Software as a Service {Saa$S)” - The capability provided to the consumer is to use applications made available
by the provider running on a cloud infrastructure. The applications are accessible from various client devices through a
thin client interface such as a web browser {e.g., web-based email). The consumer does not manage or control the
underlying cloud infrastructure including network, servers, operating systems, storage, or even individual application
capabilities, with the possible exception of limited user-specific application configuration settings.

“Cloud Platform as a Service {(PaaS})" - The capability provided to the consumer is to deploy onto the cloud
infrastructure consumer-created or acquired applications created using programming languages and tools supported
by the provider. The consumer does not manage or control the underlying cloud infrastructure including network,
servers, operating systems, or storage, but has control over the deployed applications and possibly application hosting
environment configurations.

“Cloud Infrastructure as a Service {laa8)" - The capability provided to the consumer is to provision processing,
storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary
software, which can include operating systems and applications. The consumer does not manage or control the
underlying cloud infrastructure but has control over operating systems; storage, deployed applications, and possibly
limited control of select networking components {e.g., host firewalls}. .

“Data’ - means any information, formulae, algorithms, or other content that the State, the State's employees, agents
and end users upload, create or modify using the Saa$S pursuant to this Contract. Data also includes user identification
information and metadata which may contain Data or from which the State's Data may be ascertainable. :
“Data Breach” - means any access, destruction, loss, theft, use, modification or disclosure of Data by an unauthorized
party or that is in violation of Contract terms and/or applicable state or federal law.

“Encryption” - Conversion of plaintext to ciphertext through the use of a Federal Information Processing Standards
(FIPS) validated cryptographic algorithm. [FIPS 140-2]

“Recovery Point Objective (RPO)" - means the point in time to which Data can be recovered and/or systems restored
when service is restored after an interruption. The Recovery Point Objective is expressed as a length of time between
the interruption and the most proximate backup of Data immediately preceding the interruption. The RPQ is detailed in
the SLA.

“Recovery Time Objective (RTO}" - means the period of time within which information technology services, systems,
applications and functions must be recovered following an unplanned interruption. The RTO is detailed In the SLA.
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Terms

2. SaaS AVAILABILITY: Unless otherwise stated in the Statement of Work,

a) The SaaS shall be available twenty-four (24) hours per day, 365 days per year (excluding agreed-upon maintenance
downtime).

b) If SaaS monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), the State shall
be entitled to recover damages, apply credits or use other contractual remedies as set forth in the Statement of Work.

¢) If SaaS monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), for three (3) or
more months in a rolling twelve-month period, the State may terminate the contract for material breach in accordance
with the Termination for Default provision in the General Provisions — Information Technology.

d) Contractor shall provide advance written notice to the State in the manner set forth in the Statement of Work of any
major upgrades or changes that will affect the SaaS availability.

3. DATA AVAILABILITY: Unless otherwise stated in the Statement of Work,

a) The Data shall be available twenty-four (24) hours per day, 365 days per year {(excluding agreed-upon maintenance
downtime).

b) If Data monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), the State shall
be entitled to recover damages, apply credits or use other contractual remedies as set forth in the Statement of Work if
the State is unable to access the Data as a result of:

1) Acts or omission of Contractor;

2) Acts or omissions of third parties working on behalf of Contractor;

3) Network compromise, network intrusion, hacks, introduction of viruses, disabling devices, malware and other
forms of attack that can disrupt access to Contractor's server, to the extent such attack would have been
prevented by Contractor taking reasonable industry standard precautions;

4) Power outages or other telecommunications or Internet failures, to the extent such outages were within
Contractor’s direct or express control.

c) If Data monthly availability averages less than 99.9% (excluding agreed-upon maintenance downtime), for three (3) or
more months in a rolling twelve-month period, the State may terminate the contract for material breach in accordance
with the Termination for Default provision in the General Provisions — Information Technology.

4. Saa$S and DATA SECURITY:
a) Inaddition to the Compliance with Statutes and Regulations provision set forth in the General Provisions — Information
Technology, Contractor shall certify to the State:
1) The sufficiency of its security standards, tools, technologies and procedures in providing SaaS under this
Contract;
2) Compliance with the following:

i. The California Information Practices Act (Civil Code Sections 1798 et seq.);

ii. Current NIST special publications 800-171 Protecting Controlled Unclassified Information in Nonfederal
Information Systems and Organizations. Third party audit results and Contractor's plan to correct any
negative findings shall be made available to the State upon request;

fil. Undergo an annual Statement on Standards for Attestation Engagements (SSAE) No. 16 Service
Organization Control (SOC) 2 Type Il audit. Third party audit results and Contractor's plan to correct any
negative findings and implementation progress reports shall be made available to the State upon request;
and

iv. Privacy provisions of the Federal Privacy Act of 1974;
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3) Compliance with industry standards and guidelines applicable to the Saa$ services being provided. Relevant
security provisions may include, but are not limited to: Health Insurance Portability and Accountability Act of
1996, IRS 1075, Health Information Technology for Economic and Clinical (HITECH) Act, Criminal Justice
Information Services (CJIS) Security Policy, Social Security Administration (SSA) Electronic Information
Exchange Security Requirements, and the Payment Card Industry (PCI) Data Security Standard (DSS) as
well as their associated Cloud Computing Guidelines.

b) Contractor shall implement and maintain all appropriate administrative, physical, technical and procedural safeguards
in accordance with section a) above at all times during the term of this Contract to secure such Data from Data Breach,
protect the Data and the Saa$ from hacks, introduction of viruses, disabling devices, malware and other forms of
malicious or inadvertent acts that can disrupt the State’s access to its Data.

¢) Contractor shall allow the State reasonable access to SaaS security logs, latency statistics, and other related SaaS
security data that affect this Confract and the State’s Data, at no cost to the State.

d) Contractor assumes responsibility for the security and confidentiality of the Data under its control.

e) No Data shall be copied, modified, destroyed or deleted by Contractor other than for normal operation or maintenance
of Saa$ during the Contract period without prior written notice to and written approval by the State.

f) Remote access to Data from outside the continental United States, including remote access to Data by authorized
Saa$S support staff in identified support centers, is prohibited unless approved in advance in writing by:

1) the Agency Information Security Officer, with written notice to the State Chief Information Security Officer, or

2) in the absence of an Agency Information Security Officer, the State Chief Information Security Officer. -

5. ENCRYPTION: Confidential, sensitive or personal information shall be encrypted in accordance with California State
Administrative Manual 5350.1 and Califormia Statewide Information Management Manual 5305-A.

6. DATA LOCATION: Unless otherwise stated in the Statement of Work and approved in advance in writing by:
1) the Agency Information Security Officer, with written notice to the State Chief Information Security Officer, or
2) in the absence of an Agency Information Security Officer, the State Chief Information Security Officer, the
physical location of Contractor’s data center where the Data is stored shall be within the continental United
States.

7. RIGHTS TO DATA: The parties agree that as between them, all rights, including all intellectual property rights, in and to Data
shall remain the exclusive property of the State, and Contractor has a limited, non-exclusive license to access and use the Data
as provided to Contractor solely for performing its obligations under the Contract. Nothing herein shall be construed to confer any
license or right to the Data, including user tracking and exception Data within the system, by implication, estoppel or otherwise,
under copyright or other intellectual property rights, to any third party. Unauthorized use of Data by Contractor or third parties is
prohibited. For the purposes of this requirement, the phrase “unauthorized use’ means the data mining or processing of data,
stored or transmitted by the service, for unrelated commercial purposes, advertising or advertising-related purposes, or for any
other purpose other than security or service delivery analysis that is not explicitly authorized.

8. TRANSITION PERIOD:

a) Unless otherwise stated in the SOW, for ninety (90) days prior to the expiration date of this Contragt, or upon notice of
termination of this Contract, Contractor shall assist the State in extracting and/or transitioning all Data in the format
determined by the State (“Transition Period").

b) The Transition Period may be modified in the SOW or as agreed upon in writing by the parties in a contract
amendment,

c) During the Transition Period, SaaS and Data access shall continue to be made available to the State without alteration.
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d) Contractor agrees to compensate the State for damages or losses the State incurs as a result of Contractor's failure to
comply with this section in accordance with the Limitation of Liability provision set forth in the General Provisions -

~ Information Technology.

e) Unless otherwise stafed in the SOW, the Contractor shall permanently destroy or render inaccessible any portion of the
Data in Contractor's and/or subcontractor's possession or control following the expiration of all obligations in this
section. Within thirty (30} days, Contractor shall issue a written statement to the State confirming the destruction or
inaccessibility of the State's Data.

fy The State at its option, may purchase additional transition services as agreed upon in the SOW.

9. DATA BREACH: Unless otherwise stated in the Statement of Work,

a) Upon discovery or reasonable belief of any Data Breach, Contractor shall notify the State by the fastest means
available and also in writing, with additional notification provided to the Chief Information Security Officer or designee
of the contracting agency. Contractor shall provide such notification within forty-eight (48) hours after Contractor
reasonably believes there has been such a Data Breach, Confractor’s notification shall identify:

1) The nature of the Data Breach;

2) The Data accessed, used or disclosed;

3) The person(s) who accessed, used, disclosed and/or received Data (if known);

4) What Contractor has done or will do to quarantine and mitigate the Data Breach; and

5) What corrective action Contractor has taken or will take to prevent future Data Breaches.

b) Contractor will provide daily updates, or more frequently if required by the State, regarding findings and actions
performed by Contractor until the Data Breach has been effectively resolved to the State's satisfaction.

c) Contractor shall quarantine the Data Breach, ensure secure access to Data, and repair SaaS as needed in accordance
with the SLA. Failure to do so may result in the State exercising its options for assessing damages or other remedies
under this Contract. ,

d) Notwithstanding anything to the contrary in the General Provisions - Information Technology, in performing services
under this Contract, and to the extent authorized by the State in the Statement of Work, Contractor may be permitted
by the State to use systems, or may be granted access fo the State systems, which store, transmit or process State
owned, licensed or maintained computerized Data consisting of personal information, as defined by Civil Code Section
1798.29 (g). If the Contractor causes or knowingly experiences a breach of the security of such Data, Contractor shall
immediately report any breach of security of such system to the State following discovery or nofification of the breach
in the security of such Data. The State’s Chief Information Security Officer, or designee, shall determine whether
notification to the individuals whose Data has been lost or breached is appropriate. If personal informaticn of any
resident of California was, or is reasonably believed to have been acquired by an unauthorized person as a result of a
security breach of such system and Data that is not due to the fault of the State or any person or entity under the
control of the State, Contractor shall bear any and all costs associated with the State’s notification obligations and
other obligations set forth in Civil Code Section 1798.29 (d) as well as the cost of credit monitoring, subject to the dollar
limitation, if any, agreed to by the State and Contractor in the applicable Statement of Work. These costs may include,
but are not limited to staff time, material costs, postage, media announcements, and other identifiable costs associated
with the breach of the security of such personal information.

e) Contractor shall conduct an Investigation of the Data Breach and shall share the report of the investigation with the
State. The State and/or its authorized agents shall have the right to lead (if required by law) or parficipate in the
investigation. Contractor shall cooperate fully with the State, its agents and law enforcement.

10. DISASTER RECOVERY/BUSINESS CONTINUITY: Unless otherwise stated in the Statement of Work,
a) In the event of disaster or catastrophic failure that results in significant Data loss or extended loss of access to Data,
Contractor shall notify the State by the fastest means available and also in writing, with additional notification provided
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to the Chief Information Security Officer or designee of the contracting agency. Gontractor shall provide such
notification within twenty-four (24) hours after Contractor reasonably believes there has been such a disaster or
catastrophic failure. In the nofification, Contactor shall inform the State of:
1) The scale and quantity of the Data loss,
2)  What Contractor has done or will do to recover the Data and mitigate any deleterious effect of the Data loss;
and
3) What corrective acticn Contractor has taken or W|II take to prevent future Data loss.
4)  If Contractor fails to respond immediately and remedy the failure, the State may exercise its options for
- assessing damages or other remedies under this Contract.

b) Contractor shall restore continuity of SaaS, restore Data in accordance with the RPO and RTO as set forth in the SLA,
restore accessibility of Data, and repair SaaS as needed to meet the performance requirements stated in the SLA.
Failure to do so may result in the State exercising its options for assessing damages or other remedies under this
Contract.

) Contractor shall conduct an investigation of the disaster or catastrophic failure and shall share the report of the
investigation with the State. The State and/or its authorized agents shall have the right to lead (if required by law) or
participate in the investigation. Contractor shall cooperate fully with the State, its agents and law enforcement.

11. EXAMINATION AND AUDIT: In addition to the Examination and Audit provision set forth in the General Provisions -
Information Technology, unless otherwise stated in the Statement of Work:
a) Upon advance written request, Contractor agrees that the State or its designated representative shall have access to
Contractor's SaaS, operational documentation, records and databases, including online inspections, that relate to the
Saa$S purchased by the State.
b) The onling inspection shall allow the State, its authorized agents, or a mutually acceptable third party to test that
controls are in place and working as intended. Tests may include, but not be limited to, the following:
1)  Operating system/network vulnerability scans,
2) Web application vuinerability scans,
3) Database application vulnerability scans, and
4) Any other scans to be performed by the State or representatives on behalf of the State.
c) After any significant Data loss or Data Breach or as a result of any disaster or catastrophic failure, Contractor will at its
expense have an independent, industry-recognized, State-approved third party perform an information security audit.
The audit results shall be shared with the State within seven (7) days of Contractor's receipt of such results. Upon
Contractor receiving the results of the audit, Contractor will provide the State with written evidence of planned
remediation within thirty (30) days and promptly modify its security measures in order to meet its obiigations under this
Contract.

12. DISCOVERY: Contractor shall promptly nofify the State upon receipt of any requests which in any way might reasonably
require access to the Data of the State or the State's use of the SaaS. Contractor shall notify the State by the fastest means
available and also in writing, with additional notification provided to the Chief Information Security Officer or designee of the
contracting agency, unless prohibited by law from providing such notification. Contracter shall provide such notification within
forty-eight (48) hours after Confractor receives the request. Contractor shall not respond to subpoenas, service of process, Public
Records Act requests, and other legal requests directed at Contractor regarding this Contract without first notifying the State
unless prohibited by law from providing such notification. Contractor agrees to provide its intended responses to the State with
adequate time for the State to review, revise and, if necessary, seek a protective order in a court of competent jurisdiction.
Contractor shall not respond to legal requests directed at the State unless authorized in writing to do so by the State.
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THESE SPECIAL PROVISIONS ARE ONLY TO BE USED FOR INFRASTRUGTURE AS A SERVICE {laa%) AND PLATFORM AS A SERVICE
{PaalB), AS DEFINED BELOW. THESE SPECIAL PROVISIONS ARE TO BE ATTACHED TQ THE GENERAL PROVISIONS ~ INFORMATION
TECHNOLOGY AND ACCOMPANIED BY, AT MINIMUM, A STATEMENT OF WORK (SOW) AND SERVICE LEVEL AGREEMENT (SLA).
STATE AGENCIES MUST FIRST:

A

c‘

1.

d,

A

CLASSIFY THEIR DATA PURSUANT TQ THE CALIFORNIA STATE ADMINISTRATIVE MANUAL (SAM) 5308.5;
GONSIDER THE FACTORS TO BE TAKEN INTO AGCOUNT WHEN SELECTING A PARTICHLAR TECHNOLOGICAL

APPROACH, IN ACCORDANCE WITH SAN 4261.1, 4983 AND 4983.1 AND THEN;
MODIEY THESE SPECIAL PROVISIONS THROUGH THE SOW ANB/OR SLATO MEET THE NEEDS OF EAGH ACQUISITION,

“Authorized Persons” means the Sorvics Provider's employees, Contractars, subcontrastors or other agents whe naed 1o access the
Siate's Data o enable the Service Provider to perform the services required,

“Data Braach” means the unauthorized access that resulis in the use, disclosure, destruction, modification, loss ar theft of the State's
unensrypted Personat Data or Non-Public Data,

“Individually Identifiable Health Information” means Information that is a subset of health information, inciuding demegraphic Information
coltactad frorm: an indhvidual, and ¢1) ks created ar recelved by a health oare pravider, health plan, employer ar health care clearinghouss;
and (2) relates i the past, present er future physical or mental health ar conditien of an Individual; the provision of health care te an
Individual; or the past, present or future payment for the provision of health cars to an Individual; and (a) that identifies the Individual; ar
{b} with respect lo which there ls a reasonsble basis 1o believe the infarmation ean be used ta Idantify the individual,

“Infrastructure-as-a-Servica™ (laaS) maans tha capabiity provided to the consumer s o provision processing, storage, networks and
other fundamantat compuling resourcas whers the consumer is able to deploy and run arbiteary softwarg, which can inalude operating
systems and applications. The censumer does not manage or conteal the undetlylng cleud Infrastrusturs but has contret over operating
systems, storage, deployed application; and pessibly Umited cantrol of select networking componants (e.g., host firewalia},

‘Non-Public Date" means data submitted to the Servics Provider's laa8 or PaaS Service, other than Personal Data, thet s not subject
to distribution to the publie as public information. It is deemed to ba senslitive and confidential by the State bacause it contains information
that Is exempt by statute, regulation or pelicy from access by the general public as publio Information.

“Personal Rata” means data submitted to the Service Provider's laaS or Paa8 Service that Includes information relating to a person that
Idantifles the parsan by name and has any of the following personally identifiable information (PH): government-issued identification
numbers {a.g., Social Seaurly, driver's license, pasapart); financial account Information, inchuding ac:caum number, credit or debit carg
numbars; or protected health Information (PHI) relating toa persan.

‘Platform-as-a-Service" (Paa8) means the capebliity provided to the consumer to deploy anto the cloud Infrastructure consumer- created
or -acguired applications created using programming languagas and tools supparted by the providar. This capability dees not necessarily
preclude the use of compatible programming languages, libraries, services and tools from other sources. The consumer does. not
manage or control the underlying eloud infrastrueture, including network, servers, eperating systems or storage, but has contral over the
deployed applications and possibly application hosting environmant configurations.

“Protected Health Infarmation” (PHE) means Individually fdentifiable Health information transmitted by elactronic media, maintained in
electronle media, or transmitted or maintained In any other form ar medium. PHI excludes education records covared by the Family
Educalional Rights and Privacy Act (FERPA) as amended, 20 W.8.C. 1252, records deseribed at 20 U.5.C. 1232gla)(d)}B)v) and
employment records held by a coverad entity in its role asemployer,

“Begurity Incldent” means the potantially unauthorlzed aceess to Personal Bata or Nan-Public Data the Service Provider believes could
reasenably result i the use, discloaure or theft of the State’s unencrypted Persanal Rata ar Non-Public Data within the possession or
controt of the Servies Provider, A Security Incident may or may not turn into a Data Breach,
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. “Service Lovel Agreement” (SLA) means a written agreement betwaen beth the State and the Service Provider that is subject lo the
terms and canditions in this docurment that unless otherwise agreed to incluedas (1) the technical service level parformance promises,
{L.e. metrics for performanca and intervals for measure), (2) description of service quality, (3) dentification of rofes andresponsiblities,
(4} security responsiblilties and notice requirements, how disputes are discovered and addrassed, and (8) any remedies for performance
failures. '

k. “Sarvice Provider” means the Conlractor, subconteaciors, agents, rasellers, third parties and afiliates who are providing the services
agreed o undar the Contract,

L “Stete Data” means all data created o in any way ariginating with the State, and! all data that Is the output of cemputer processing of or
other electronie maniputation of any data that was created by or in any way originated with the State, whether such data ar eutputis
stored on the State's hardware, the Service Provider's hardware ar exists in any system owned, malntained or otherwise controlled by
the Stale or by the Sarvice Provider,

m. "State identified Contact” means the persan ar persons designated In writing by fhe State to receive Securily Incident or Data Breach
natification.

n “Statement of Work® (SOW) means a witten statement in a Contract (hat describes the Stale’s servive nasds and expeclations,

2.
The State wilt own all Aight, title and interast In State Data that is related fo the services provided by this Conteact. The Service Provider
shall not access State user acceunts o State Data, except (1) In the course of data centfer eperatians, (2) in respanse to satvice or
technloal issues, (3) as requived by the express terms of this Contract, (4) at the State’s wiilten request or (§) as required by [aw,

3. DATAPROTECTION:

Protection of persanal privacy and data shall be an integeal part of the business activities of the Service Provider to enaura there is:no
inappropriate or unautherized use of State information at any time, To this end, the Servica Pravider shall safeguard the confidentiatity,
integrity and avaliabliity of State information within its control and comply with the fallowing cencditions:

a  Inaddifion to the Compliance with Statues and Regulations provistons set ferth in the Generat Provisions ~ Information Technology, the
Service Provider shalt comply as required with:

L The Califarnia Information Practices Act (Civil Cade Sections 1798 et seq),
i, NIST Special Publication 800-83 Revislon 4 or s successor,
iil. Privagy provisions of the Federal Privacy Act of 1874,

b, Al State Data oblained by the Service Provider within ita contral in the parformance of this Contract shall become and remaln the
propsrty ¢f the State, ’

c.  Unless atherwise set forth in the SOW andior SLA, Personal Data and Nen-Public Data shalt be engrypted at rest, in use, and In transit
with contralled access. The SOW andior SLA wilt specify which party is responsibie for encryption and aceess control of the State Data
for the service modet undsr Contract. If the SOW andlor SLA and the Contract are silent, then the State Is responsible for encryplion
and access contral.

¢.  Unless othenwise set forth in the SOW andior SLA, it is the State’s responsibility to identify data It deems as Nen-Public Dala fo the
Service Provides, The level of protection and encryption for all Nen-Public Dlata shall be identified and made a part of this Conlract,

2, Atnotme shall any Personal Bata and Nen-Public Data or processes — which elther belong te or are Intended for the use of Slate or
its officers, agents or employess - be cepled, disclosed or retained by the Service Provider or any party related to the Service Provider
for subsequent use in any transation without the exprass written consent of the State except as permitted in Section 2 above.
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t.  (For PaaS Only) énerymian of Oata Bt Rest The Service Provider shall ensura hard deive encryption consistent with validated
aryptography standards as veferenced in FIPS 140-2, Securlty Raquirements for Cryptographic Modutes for all Persenat Data and Nons
Public Data, unless the Service Provider presents a justifiable position appraved by the State thet Personat Data and Non-Public Data
must be stored an a Service Provider porfable device in order to accomplish work as defined in the SOV andlor SLA.

The Service Provider shalt provide its services 1o the Stale and its end users selely from dala centers In the sontinentat United States.
Siorage of State Dafa at rest shall be located solely In data oentars in the continental United States. The Service Provider shall not allaw
Hs personaal or contractors to store State Data on portable devices, Including personal computers, except for devices that are used and
kapt only at its L1.8. data centers. The Servica Provider shall parmit ite persannel and contractors io access State Data remotely only as
requlred to provide technical user suppart or other customer support, The Service Provider may provide technloal user support or other
oustomer support on a 24/7 basis using a Follow the Sun modsl, upless otherwise prohibited in this Contract,

The Service Provider shali inform the State of any Securlty Incident o Date Broach relatad to State Data within the pessessien or contral
of the Servica Provider and related to the service provided under this Contract,

8. Seourity incident Reporting Requirements: Unless otherwise set forth in the SOW and/or SLA, the Service Provider shall promptly repart
a Sacurity Incldent related to its service under the Conltract to the appropriate State Identified Contact as defined i the SOW andfor
SLA,

b.  Breach Reporting Requirements: If the Service Provider has actual knowledge of a confirmed Data Breach that affects the security of
any State Data that is subject to applicable Data Breach notification law, the Service Provider shall (1) promptly notify the appropdate
State identified Cantact within 24 hours or sooner, uniess otherwiso required by applicable law, and (2) take commercially reasonable
measures to address the Data Breach in a imely manner,

¢ (For Paa$ Qnly} Incident Response: The Service Provider may need to communicate with cutside parties regarding a Seeurity Incident,
which may include contacding law enforcement, flalding media Inquirles and seeking external axpertise as mutually agreed upan, defined
by law or cantained in the contract, Blsoussing Seeutlty incldents with the State should be handled en an urgent as- needed basis, as
part of Service Provider communication and mitigation processes as mutually agreed, defined by iaw or contained in the Contract,

This section only applies when & Data Breach occurs with respect te Personal Data and/or Nen-Public Pata within the possession of
control of & Service Provider and refated to service provided under this Contract,

a.  The Service Provider, unlass atherwise setforth in in the SOW andfor SEA, shalt promptly notify the appropriale State identifled Contact
- within 24 hours or sooner by telephane, unless sharter fime is required by appicable law, f it confirma that there s or reasonably
belleves that there has been a Data Breach. The Servige Provider shall {1) cooperate with the Siate as reasonably raquested by the
State fo Investigate and resolve the Data Breach; (2) pramptly implement necessary remedial measures, If necessary; and (3) document
responsive actions taken related to the Data Breach, including any postincident review of avents and actions taken to make changas In
business practices in providing the serviges, if necessary,

b, Service Provider will provide daily updates, or more frequently if required by the State, ragarding findings and actiens performed by
Servica Provider to the State [dantified Contact untll the Data Breach has been sifectively resolved to the State's satisfaction.

¢.  Sendee Provider shalt quaranting the Data Breach, ensure secure ageess to Data, and repair Iaa8 andlor PaaS as needed in ascerdance
with the SOW andfer SLA. Fallure to do so may resultin the State exerclsing is eplions for assessing damages or other remedies under
this Contract.

REVISED AND EFFECTIVE MARCH 18, 2018 PAGE 27 OF 30




STATE MODEL _
CLOUD COMPUTING SERVICES SPECIAL PROVISIONS
(Infrastructure as a Service and Platform as a Service)

3.

b.

G

G-

h,

a’!

Unless otherwisa set forth in the SOW andfor SLA, If a Data Breach Is a direct regult of the Service Pravidar's breach of its Contragt
ohligation to encrypt Parsonal Data and/or Non-Public Data or olherwise prevent lis reteass, the Service Provider shall baar the costs
assoclated with ¢1) the investigation and resclution of the Data Breach; {2) notifications to Individuals, regulators or athers required by
State law; {3} a credit mentoring service required by State (or Fedesat) law, {4) a website or a tell-frae number and call center for aftected
individuals requirad by State law: and (5) complete alf corrective actions as reasonably delarmined by the Service Provider based on
root cause; all 1) through (B)] sublect to this Contract's Limitation of Liabllity provision as set forth In the General Provisions -
information Technotogy.

Unless otharwise required by law, the Service Provider shal contact the State upen receipt of any electronlie disaovery, iitigation halds,
discovery searches and expert testimanles related to the State's Data under this Contract, or which Inany way might reasonably require
agcess 1o Siale's Data, The Service Provider shall not respond to subpoenas, service of process and athier legal requests related te the
State without first notifying the State, unless prohibited by law from providing such notice. Unless olherwise required by law, Service
Provider agrees to provide its intended respenses 1o the State with adaquate time for the State {0 review, revise and, I nacessary, seek
a protective order in & court of competent jurisdiction. Service Provider shall not respond to legal requests directed at the Stale unless
authorized in wrifing to do 50 by the State.

For ninety (99) days prior to the expiration date of this Conlract, or upon notice of termination of this Centraet, Service Provider shalt
asslst the State In extracting andior transitioning alt State Data n the format determined by the State {“Fransitian Pedod”).

The Transition Perlad may be medified in the SOV and/or BLA or a5 agresd upon In writing by the parties in a Contract amendmant,
Durlng the Transition Pariod, a8 andlor Paas and State Data actess shall continue to bo made avaliable to the State without alteration.
Service Provider agrees to compensate the State for damages or losses the State Incurs as a result of Service Provider's fallure to

comply with this secllon In accordance with the “Limitation of Liablity” pravision set forih In the General Provisions - information
Tachnalogy.

The State at its option, may purchase additional transitlon services as agreed upon in the SOW andfor 8LA.

During any perlod of suspension, the Service Provider shalt net take any actlon {o intentienally erase any State Data.

The: Service Provider wilt impaese no additional fees for access and retreval of State Data by the State during the Transitien Perlod.
After termaination of the Contrast and the prescribed retention periad, the Service Provider shall securaly disposs of alf State Datain al!

forms, State Data shali be permanenty daletad and shall net be recoverable, aceording to NIST-approved meihads. Certiflcates of
destruction shall he provided o the State.

As permitted or required by faw, the Service Previder shalt conduct criminat background checks and not wtilize any staff, including
aubconteastors, to fulfilt the ebligations of the Contract who have been convicted of any crime of dishonesty, including but net limited to
criminal fraud, or otherwise convieted of any falony or any misdemeanor offense for which incarceration for up to 1 year is an authorized
penalty. The Service Provider shall promote and malntain an awaraness of the Impertance of securing the. State's information among
the Service Provider's employees and agents.
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a. (Forlaa8 Only) Upan request, the Service Provider shall provide reports o the State directly related fo the Infrastructure the Servics
Frovider controls upon which the State acecount resides. Unless otherwise agreed to in the SLA, the Service Providar shall provide the
State a histary of all Application Program Interface (AP1) calls for the State account that Includes the Identity of the API caller, the time
of the AP} eall, the source [P address of the API caller, the request parameters and the response alements refurned by the Service
Provider. The report will be sufficient to enabla the State to perform security analysis, resource ehange tracking and compliance auditing.

b, {ForPaa% Oniy} Upeon request, the Service Provider shall provide reparts to the State In a format as speclfiied in the SOW and/ar SLA
anct agraed to by both tha Service Provider and the State, Reparts will include latency slatistios, user access, user access P address,
usar access bistory and secudty logs for alf State fles refated to this Confract.

¢ The Bervice Provider and the State recognize that security responsibllities are shared. The Service Provider Is respansible for providing
& secure infrastructure. The State Is responsible for lts secure guest operating system, firewalls and other logs @aptureei within the quest
operating system, Specific shared respensibilities are [dentified within the SOW andfor SEA.

The Service Providar shall allow the State to audit conformange to the Contract terms, The State may perform this audi or Contract with
& third party at is discretlon and at the Stale's expanse.

The Bervice Provider shalt underge an annual Statement on Standards for Attestation Engagements (SSAE) No. 16 Senvice
Qrganization Control (80QC) 2 Type H audit of e data centers, or its sugcessor at its own expense, The Service Providar shall provide
a radacted version of the audit repoet and Contracter's plan to correct any negative findings upoen requsst, The Service Provider may
remave ts propeietary Information from: the redacted version,

13.

The Service Provider shalt glve advance noties (as agreed te by the partias and inchuded in the BOW and/or SLA} te the State of any
upgrades (.., major upgrades, minar upgrades, system changes) thal s expscted to materially and negatively impact service
evallability and performance, ag well as any planned dowatime for such upgrades. A rasjor upgrade |s & replacement of hardware,
softiware or firmware ware with a newer or batter version in ordarto bring the system up to date or to Improve Its characteristios. It usually
includes a new version number. Service Pravider may change the features and funstionalily of the services, withouwt degrading them, to
raake improverments, address security reguirements and comply with changes in law,

The Service Provider shall disclose s non-preprietary securlty processes and techalcal limitations to the State such that adequate
protaction and flexibility can be alttained batween the State and the Service Provider. The State and the Service Provider shall undsrstand
each other's roles and respansibilities, which shall be set forth in the SOVY andfor SLA.,

The State shall have the ability to impart or export data in whole oF In part at iis discretion without interfergnce from the Service Provider.
Thiz Includes the ability for the State to import or export data (o or from other Service Providers.

RESPONSIBILITIES AND URT

The Servige Provider shall be responsible for the acquisltion and operation of all hardware, software and network support related to tha
services being provided. Fhe tachnical and profassional activitles required for establishing, managing and malntaining the environment
are the respongibllity of the Service Provider. The system shalt be avallable 24/7/365 (with agresd-upon maintenance downtime), and
shall provide service to customers as dafinad in the SOW and/orSLA.
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The State shall have the right at any time to require the Service Provider remove from Interaction with State any Service Provider
reprasentative who the State belleves Is detrimental to its working relafionship with the Bervice Provider, The State shall provide the
Service Provider with notice of His determination, and the reasons it requests the removat. The Service Provider shalt not assign the
person to any aspect of the Contract or future work erders without the State’s congent.

The Service Provider shall provide a business continuity and disaster recovery plan and shall ensure that it achigves the State's Recavery
Tine Cbjective (RTCH, as agraad to by the parties and set forth In the SOW andlor SLA

19, WEB SERVICES:

{For PagS Only) The Service Provider shall use Web services exclusively to interface with State Data in near reat time when possible,
or as mutually agreed it the SOW andfar SLA,
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